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: MUNICIPAL DISTRICT OF SPIRIT RIVER NO. 133 Council
AT Agenda for Regular Council Meeting RM.16.26

9:00 a.m., Wednesday, September 23rd, 2026

The Regular Meeting of the Council of the Municipal District of Spirit River No. 133 will be held in the Council
Chambers of the Municipal Office situated at 4202 50" Street in the Town of Spirit River in the Province of
Alberta on Wednesday, September 23rd, 2026 beginning at 9:00 a.m.

1. CALL TO ORDER PAGES
2. AGENDA ADDITIONS
3. ADOPTION OF THE AGENDA
4, ADOPTION OF PREVIOUS MINUTES
A. Adoption of Minutes from the September 9th, 2026 Regular Meeting RM 15-26. 1-7
5. DECLARATION OF INTEREST
6. COUNCILLOR ABSENCES
7. PUBLIC HEARING
8. DELEGATIONS
A. R360

B. Central Peace Family and Community Support Services (CP FCSS Board Chair
and Coordinator)

9. BUSINESS ARISING FROM MINUTES

10. REPORTS

A. AGRICULTURAL FIELDMAN REPORT (no report for RM 15-26)

B. PUBLIC WORKS REPORT 8-9

C. FINANCE REPORT 10-11

D. CHIEF ADMINISTRATIVE OFFICER (CAO) REPORT 12




E. COUNCIL REPORTS

i Central Peace Family and Community Support Services — August 11,
2026 Minutes

11. TABLED ITEMS AND OLD BUSINESS

A. Promotional Video Final Edit Review

12, RECOMMENDATIONS FROM COMMITTEES

13. NEW BUSINESS

A. RFD: Alberta Community Partnership (ACP) Grant Applications — Motions to
Support Collaboration on ACP Partnership Initiatives with Town of Spirit River

B. RFD: Alberta Traffic Safety Fund (ATSF) Speed Indicator Sign Project —
Contractor Awarding

C. RFD: Review and Adoption of Privacy Management Program Policy PMP.01
14, BYLAWS

15. CORRESPONDENCE AND INFORMATION

A. CORRESPONDENCE: Letter from Municipal District of Spirit River Council to
Saddle Hills County regarding Alberta Community Partnership for Regional
Water Commission Grant Application

B. CORRESPONDENCE: Letter from Municipal District of Spirit River Council to
Town of Spirit River regarding Alberta Community Partnership Intermunicipal
Development Plan Grant Application

C. CORRESPONDENCE: Letter from Municipal District of Spirit River Council to
Honourable Adriana Lagrange, Minister of Hospital and Surgical Health Services
regarding Request for Delegation Meeting

D. CORRESPONDENCE: Email from Nustadia Recreation regarding G5 Recreation
Facility Regionalization Strategy

16. COUNCIL ISSUES AND CONCERNS

i Range Road 54 Concerns

Municipal District of Spirit River #133 Council
Agenda for Regular Council Meeting RM 16.26
Wednesday, September 237, 2026

13-14

15-20

21-22

23-113

114

115-116

117

118



17. CLOSED MEETING (FORMERLY IN-CAMERA)
Closed Session as per Municipal Government Act R.S.A. 2000, Section 197 (4) to
discuss:

A. Intermunicipal Relations (Access to Information Act, Part 1, Division 2,
Exceptions to Disclosure ATIA Section 26)

B. Advice from Officials: (Access to Information Act, Part 1, Division 2, Exceptions
to Disclosure ATIA Section 24, Advice from Officials)

C. Labour (Access to Information Act, Part 1, Division 2, Exceptions to Disclosure,
ATIA, Section 19).

18. ADJOURNMENT

Municipal District of Spirit River #133 Council
Agenda for Regular Council Meeting RM 16.26
Wednesday, September 237, 2026



MUNICIPAL DISTRICT OF SPIRIT RIVER NO. 133 Council
Minutes for Regular Council Meeting RM.15.26
9:00 a.m., Wednesday, September 9th, 2026

The Regular Meeting of the Council of the Municipal District of Spirit River No. 133 was held in the Council
Chambers of the Municipal Office situated at 4202 50" Street in the Town of Spirit River in the Province of
Alberta on Wednesday, September 9th, 2026 beginning at 9:01 a.m.

In attendance:

Council Members: Deputy Reeve Dean Wark
Councillor Shelley Rozecki
Councillor Evelyn Bzowy

Absent: Reeve Tony van Rootselaar (wbsent with regrets)
Councillor Bernie Schoorlemmer (absent with regrets)

Administration: Shirley Hayden, Chief Administrative Officer
Monty Bremont, Assistant Chief Administrative Officer
Dave Johnson, Public Works Supervisor
Simon Amting, Agricultural Fieldman
Rebecca Fitzsimmons, Recording Secretary

Representatives from Alberta Sheriffs Police Service (ASPS):
Delegation: Chief Sat Parhar
Superintendent Josh Graham
Executive Officer Brian Kostyniuk

1. CALL TO ORDER

Regular Council Meeting RM 15-26 was called to order by Deputy Reeve
Wark at 9:01 am on Wednesday, September 9th, 2026.

2. AGENDA ADDITIONS

Requested by Administration that Addendum Closed Item 17.B as per
Municipal Government Act R.S.A. 2000, Section 197 (4) to discuss
Intermunicipal Relations {Access to Information Act, Part 1, Division 2,
Exceptions to Disclosure ATIA Section 26) be added to the Agenda for
Regular Council Meeting RM 15-28,



Motion 390.09.02.26

Motion 391.08.09.25

ABOPTON OF THE AGENDA

Moved by Counciller Bzowy to adopt the agenda for Regular Council
meeting RM 15-26 with the fallowing Addendum lterm:
Clased 17. B.
Closed Session as per Municipal Government Act R.5.A. 2000,
Section 157 {4) to discuss:
Intermunicipal Relations fAccess fa informotion Ack, Part 1, Division 2,
Exceptions to Disclosure ATIA Section 26)

Carried unanimousiy.

ADOPTION OF PREVIOUS MINUTES

Moved by Councilior Bzowy that Councif approve the minutes for Regular
Council meeting R*M 14-26 with the foflowing amendments:
Amend Motian 381.12.08.26: expand the acranym 2P to
“Intermunicipal Development Plan', ta read:
"Moved by Councillor Bzowy that Council divect Administration to
proceed with the intermunicips! Development Plan {IDP) engagement
with Town of Spirlt River and Village of Rycroft as discussed .
and amend Motion 384,12,08.26 to expand "'CPP' to "Comrmunity Policing
Priorities', to read:
"Maved by Counclliar Schaorlammer that Council tahle review of the
Community Palicing Priarities (CPP) MD Resident survey results to a
future meeting "

Carried unanimousty,

DECLARATICN OF INTEREST

COUNCILLOR ABSENCES

PUBLIC HEARING

DELESATIONS

The detegation for the Alherta Sheriffs Police Service (ASPS} joined
Regutar Councll meeting RM 15-26 at 9:06 am, and Council heard from
delegation representatives Chief 5at Parhar, Superintendent josh
Graham, and Executive Officer Brian £astyniuk.

Deputy Reeve Wark recessed meeting RM 15-26 st 10:07 am and
reconvened the meeting at 10:38 am.

The ASPS delegation left Regular Council meeting RV 15-26 at 10:1% am.

Municipal Bistrict of Spirit River 4 £33 Councif 2
Draft Unamrroved Minetes for Regular Council Meeting M £5.26

Wednesday, Septembier 9th, 2026



Motion 392.09.09.26

3

Moved by Deputy Reeve Wark that CouncH accept the ASPS Presentation
for information.
Crrried unaniniously.

9. BLISINESS ARISING FROM MINUTES
in0. REPORTS
A PUBLIC WORKS REPORT
Motion 293.00.09.26 Moved by Councillor Rozecki that Council accept the Public Works Report
RM 15-26 as presented by Public Works Supervisor Dave lohnsan.
Carried unanimeusiy.
B. AGRICULTURAL FELDMAN REPORT
Motion 324.09.00.26 Moved by Councilior Razecki that Cauncil accept the Agricultural
Fleldman Report RM 15-26 as presented by Agricultural Fieldman Simon
Amting.
Carried unanimously.
Agricultural Fieldman Simon Amting left Regular Councll meeting RM 15-
26 at 13:09 am,
Public Works Supervisor Dave Johnson left Regular Council meeting RM
15-26 at 11:11 am.
C. FINAMNCE REPORT
No fincnce report for RM 15-26.
D. CAD REPORT
Motion 395.09.09,26 Moved by Deputy Reeve Wark that Council direct Administration
te enpage with the Yoder Family and enter into an agreement for
yard maintenance of the MD Administratian Building as per their
offer to deliver services at no charge, and further that the
Agreament be reviewed in a years' time.
Carried unanimously.,
Motion 396.00.09.26 Moved by Councillor Bzowy that Council accept Chief Administrative
Officer {CAQ)Y Report RM 15-26 as presented by CAO Shitfey Hayden.
Carried unanimausiy,
Deputy Reeve Wark recessed Reguiar Council meeting RM 15-26 at 11:27
am and reconvened the meeting at 11:38 am.
Municipal Diskrict of Spint River 4 133 Counci 3
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Motion 397.09.00.26

Motion 398.0%.09.26

Ration 392.09.09.26

11.

12,

13,

A, Metfion 400.0%.09.26

B. Rotion 401.69.02.26

C. Motion 402.09,09.26

COUNCIL REPORTS

Moved hy Councifior Bzowy that Council accept the Peace Region
Econemic Development Alliance {PREDA) report as presented by
Councillor Rozecki.

Carried unanimousiy.

Moved by Councillar Razecki that Cauncil accent the Centra! Peace Fire
and Rescue Commission {CPFRC) verbal report as presented.
Corvied unonimously.

Meved by Councillor Bzowy that Council accept the verbal repork
of the Central Peace Regional Water Commisslon as presented.
Carried unonimousiy,

TABLED ITEMS AND OLD BUSINESS

RECOMMENDATIONS FROM COMMITYEES
NEW BUSHNESS

Moved by Councillor Bzowy that Councit approve the 2028
Audit Engagement Letter from Metrix Group LLP, pertaining to
the Municipal District of Spirit River No. 133s 2026 Audit and
preparation of financial statements for the year ending
Becember 31, 2026,

Carried unonimausiy,

Moved by Counciilor Rozecki that Council direct
Administration to award the 2026 Bursary Program funding to
appticant Tyler Tomkow.

LCarried unanimousiy,

Moved by Councifior Bzowy that Council be authorized to attend
the Rural Municipalities of Alberta (RMA) 2026 Fall
Convention held from Monday, November 2™ - Thursday,
November 5%, 2026, in Edmontaon, Alberta: and further, that basic
RMA registration fees of $820.00 be paid from Registration Fees
Gl, and per diems and expenses to come from Subsistence and
Mileage; and further that Council approve that atiendance of any
MBE Councgillor wishing to aitend an Elected Officials Education
Program (EQEP) course.

Corriad unanimousiy.

Merpdeipal Biskrick of Spint River #133 Coumcit L.
Draft Unapproved Mingtes for Reguiar Counclk Meeting RM E5.26

Wednesday, Sepbember 9th, 2026



0. Motlon 4032.09.09,26

E. WMotion 404.09.09,26

F. Motion 405.09.09.26

G. Motion 406.09.09.26

14,

5

Moved by Councii Rozecki that Council direct Administration
to participate in the trial run of the G5 newsletter, to start in
October 2828, and further, that the finai decision to
participate in the G5 newsletter on a long-term scheduls be
made pending final costs to be incurred by the MD once

confirmed.
Carried unanimousiy.

Moved by Counclilor Bzowy that Councit contribute 5560 to the
Grade 4 Mustelid Field Trip to Dunvegan, with funds te come fram

the contributions to focal organizations budget.
Carried unanimoushy.

Moved by Deputy Reeve Wark that Council direct
Administration to provide a letter of support for Saddle Hills
County’s application to the Alberta Community Partnership
{ACP) Intermurnicipail Caollaboration stream in the amount of
$150,000 to develop a governance model for the Central
Peace Regional Water Project; and further, that shouid the
grant application be successful, Councii approve funding a
porticn of the mandatory 10% local cost-share matching
requirement, as agreed upon by the participating
municipalities, o come from reserves.

Carried unanimoushy,

Muoved by Counciflor Bzowy that Counc approve Administratian to
apply as the lead applicant for the 2026-27 Alberta Community
Partnership (ACP) grant under the intermunicipal Collaboration
component for the maximum amount of 515,000, extending an
invitation te the Town of Spirit River to partner on the application,
for the drafting of an Intermunicipal Development Plan between
the MD and the Town of Spirit River; and that Council authorize
Administratlon to propose splitting the required 10% municipal
cost-share centribution among the partnering municipalities; and
furthar that administration utilize Alberta Counsel’s grant writing

services up to a maximum cost of $1,500.
Corried unanimousiy.

BYLAWS

Municipalt District of Spirit Rivar 4 132 Councli 5
raft Unamroved Minotes For Regutar Council Mesting M 15.26
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15,

Mation 407.09,09.26

Moticr 408.09.09.26

in.

17,

Motlon 409.02.09.26

iotion 410.05.09.26

Motion £11.09.09.25

CORBESPONDENCE AND INFORMATION

Maved by Councillor Bzowy that Council direct Administration to attend
the Rural Connectivity Ferum Canference happening on September 17"
and 18th, 2026 in Red Deer, Alberta,

Carried unanimoushy.

KMoved by Deputy Reeve Wark that Council accept RM 15-26

Correspondence and Infarmation ltems A through U for information,
Carried unanimousiy,

COUNCIL ISSUES AND CONCERNS

CLOSED MEETING {FORMERLY iN-CAMERA)

Moved by Councillor Rezecki to mave to closed meeting as per Murdeipal
Government Act R.5.A. 2000, Section 187 (4) at 2:06 pm, for the purpose
of discussing:
Third Party Business Interests: {Access to Information Act, Part 1, Division
2, Exveptions to Disclosure ATIA Section 18, Third Pary Business
interests)
intermunicipal Relations (Access to Information Act, Part 1, Divisian 2,
Exceptions ta Disclosure ATIA Section 26)

Carried unanimously,

Closed Session of Regular Council Meeting RM 15-26 began at 2:06 pm.
CAQ Hayden, Assistant CAO Bremont, and Recording Secretary
Fitzsimmons remained in attendance. There were ng members of the
Public attending in person, and the virtual session was ended at 2:06 pm.

Moved by Deputy Reeve Wark that Council come out of closed session at
32l pm.
Carried unanimously.

Regular Council Meeting RM 15-26 resumed in open session at 2:21 pm,

Moved hy Ceuncillor Rozecki that Council direct Administration to
engage the human resourzes consulting firm Two Twelve
Consuiting to coordinate the delivery of an Engagement Pulse
Survey per the submitted Project Praposal.

Cartied unanimousiy.

Municipal Bistrick of Spirit River #1373 Council 6
Craft Unaporoved Minotes For Regalar Coance Mesting M £5.26

Wednesday, September ok, 2026
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Muotion 412.02.09.26 Moved by Deputy Reeve Wark that Council direct Administration
to forward the Agreement to Legal Caunsei as discussed in closed
session.

Carried ungrimously.

118. ADJCURNMENT

Deputy Reeve Wark adjourned Regular Couneil Meeting RM 15-26 at 3:22
pim.

These minutes approved this day of , 2026.

Reeve
Tony Van Rootselaar

Deputy Reeve
Dean Wark

Chief Administrative Officer {CAQ)
Shirley Hayden

Murricipal Bistrict of Splint River #133 Councif 7
Draft Unaporoved dMinites for Requfar Cooncll Meeting M 15,26
Wadnesday, Septermber 9th, 2026
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Administrative

Grading

Plowing
Gravel

Culvert
Installation/Repair

Washouts
Brushing

Signage

Bridge Files
Nardam

Public Works Shop

Equipment

PUBLIC WORKS DEPARTMENT
DIRECTOR’S REPORT

DATE: September 23", 2026
Administration Building Drainage Repairs:

o The weeping tile system around the Administration
Building has failed, allowing water to leak into the
basement.

« Public Works is currently gathering quotes to
replace the system. Two contractors (including
Paladin) have completed site asscssments, and an
assessment with a third contractor is being
scheduled.

Continued ongoing gravel hauling and road resurfacing

operations along Range Road 55 and cast of Highway 784
to maintain road conditions and driver salety.

Regular scheduled preventative maintenance, inspections,
and servicing across designated department cquipment.

Addressed routine wear-and-tear, fluid checks, and minor
mechanical adjustments,

Pubdic Wik s Depavbmend Dreclors Heaport femplade
i



‘Training

Ratepayer
Comments

Miscolancous

MB Residenee Maintenance:

Replaced the damaged garage door with a brand-
new unit,

Uppraded and replaced extsting door locks with
new hardware.

Completed minor interior and exterior mainienance
i ensure the home was move-in ready {or the
mconting doctor.

Administration Yard & 1*arking Lot Upgradces

&

initiated grovmd prep and lot improvements in
support of the polential daycare facility project,
Cleared site obstacles, including the removal of
designated trees and remaining fencing.

Bepan grading and widening both the front and rear

parking areas 10 expand overall capacity and
improve sife access.

Stz Wore s e nd DR iocs ReneT Temnatan:

005
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Finance Report
RM 16-26 September 23, 2026

The Finance Department continues to work on financial reporting, system improvements,
tax collection, audit preparation, asset management, and preliminary planning for the 2027
budget. The following updates are provided for Council’s information.

Accounting Software - Cloud Transition
« The Municipality’s accounting software has been successfully transferred to the
cloud.
« Administration is currently working with Catalis to address minor issues resulting
from the transition and troubleshoot transferred data as required.
« Overall, the transition has been completed successfully, with adjustments and
verification continuing as the new environment is used in day-to-day operations.
Property Tax Update
« Tax payments have continued to be received steadily.
« The first penalty batch was applied on September 16 to all applicable outstanding
property tax balances,
« Administration will continue to monitor outstanding accounts and tax collections as
we move into the remainder of the year.
Asset Management
« Finance is currently working with the Assistant CAO & PW supervisor to review and
update asset management information.
« Updated asset management reviews will be brought forward to Council once the
information has been compiled and finalized.
Audit Update
« Aninitial meeting has been held with the Municipality’s new auditor, with Joel also in
attendance.
« Administration is currently working with the auditor to establish a plan and timeline
for the interim audit scheduled for December.
* As part of the transition and audit preparation, trial balances for 2022 through 2025
have been provided to the auditor.
» Further documentation will be provided as requested throughout the interim audit
preparation process.
2027 Interim Budget
+ Administration has begun working on preliminary figures for the 2027 Interim
Budget.
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Finance Report
RM 16-26 September 23, 2026

« Current-year actuals, known commitments, anticipated changes, and preliminary
revenue and expenditure requirements are being reviewed as part of this process.

« The Interim Budget is expected to be brought forward to Council in November for
review and discussion.

« Meeting with current Benefits Provider will also be held next week to discuss cost
changes.

+ Insurance renewal documentation was also issued and expecting to received
updated coverage cost by November.

Donations

« Donation requests approved by Council at the previous Council meeting have been

processed and issued.
Insurance - Bus Damages

« Payment has been received from the Municipality’s insurance provider for the
previously reported bus damages.

» The funds have been received and will be accounted for accordingly.

Grader Sale Proceeds

= Payment has been received for the graders that were sold at Weaver Auction.

« No adjustment to the current capital budget is required, as the anticipated
proceeds from the sales were already taken into consideration when the Capital
Budget was prepared.

Assessment Services

« Administration is currently making initial contact with potential assessment service
providers in preparation for future assessment requirements.

« Confirmation has been received from the Municipality’s current assessment
company that they will complete the 2026 assessment year.

= Asaresult, any transition to a new assessment service provider would not be
required until April 1, 2027.

« Administration will continue gathering information on potential providers to ensure
sufficient time is available to review options and plan for a smooth transition, if
required.

General Reminder to council:
Please remember that council timesheets and expenses are due by the 25™ of each month.
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CAO Report

Reporting Period: September 10" - September 16", 2026

RM 16-26 September 237, 2026

Elected Officials Kducation Program (EOEP) Course Registrations — RMA Convention

Administration has finalized registrations and course bookings for Council members
participaling in pre-convention Elected Officials Education Program (EOEP) sessions at the
upcoming Rural Municipalities ol’ Alberta (RMA) Convention. (Finance and Stakcholder
Engagement) Remaining members; please advise i wish to be registered.

MD Strategic Plan and G35 Strategic Plan- October 14" presentation

Max Fritz will be presenting the Municipal District finalized Strategic Plan to council on October
14", Administration has been working with Max to finalize the Strategic Plan and next steps. At
the July 8th G5 meeting hosted by the MD, facilitator Max Fritz was engaged to lead a
collaborative strategic planning discussion among partner municipalitics. The session identified
key shared initiatives and regional priorities, and Administration has since consolidated all notes
and outcomes from the meeting into a comprehensive draft document. The finalized document
will serve to guide ongoing G5 collaboration and will be brought forward to partner councils for
formal review, commentary and adoption.

Potential meeting - Alberta Transportation

Derek Young and Danny Jung recently presented to Saddle Hills County (SIIC) Council:
however, scheduling conflicts prevented them from attending the broader G5 mecting.
Administration is seeking direction on whether Council would like staff to schedule a standalone
delegation for Mr. Young and Mr. Jung at an upcoming MD Council meeting to receive their
presentation directly.

ACP Grants

Working with CAO for the ToSR on ACP grants; CPFR — Development of Fire Services
Masterplan, Intermunicipal Development Plan and potential Spirit River Regional Airport grant.
MMSA Board mecting.

I'uel contract and County Waterline research - HAE . Ron Lindsays Retirement, Newsletter
articles, funding letters. Approach Policy, HR (verbal report)

Upcoming Events/ Meetings:

October 2" — afternoon Team Builder at J4 from 1:00 p.m. — 4:00 p.m.
Birch Hills County — K Division Open House — Eaglesham Hall — 7 p.m.

CPFRC Meeting — October 1 and CPREM Meeting- Brownlee — November 12™ (IBD)

CrmmunCations Cooe ATl MM MAgsndaRA 16-05, Seplember 234, 200SCA00 Rapuurd

Page 10of 1
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Central Peace FCSS

Minutes
Aug 11 2026
Peace Wapiti Sub office council room
6:30pm
In Attendance:

Chair: Rhonda Yurchyshyn Town of Spirit River, Member at large
Pat Sydoruk MD of Spirit River, Member at large
Tamara Babcock Village of Rycroft
Anne Silvius Village of Rycroft, Member at large
Evelyn Bzowy MD of Spirit River #133
Dianne Nellis Town of Spirit River, Member at large
Tammy Yaremko Town of Spirit River Council
Regrets:

Vanessa Pybus MD of Spirit River, Member at large
Nelson Kitchen Birch Hills County Council
Staff: Shelley Loroff FCSS Coordinator
Adeline Mohyluk Assistant FCSS Coordinator
Keir Gervais (left at 6:39) CAOQ of Spirit River

. Welcome everyone introduced themselves

2. Gallthe meeting to order: Chair Rhonda Yurchyshyn called the meeting to order at

6:30 p.m.

. Approval of

a. Agenda: Motion 53-26 Anne Silvius moves to accept the agenda as presented.
Carried

b. Minutes: Motion 54-26 Pat Sydoruk moves the minutes as amended by adding
Alternate for Ryan Funk . Carried

c. Coordinators Report: Shelley Loroff presented the coordinators report and
answered questions Motion 55-26 Diane Nellis moves to accept the
coordinators report. Carried

. Financial

a. Financial Report: Shelley Loroff presented the financial report and answered any
questions. Motion 56-26 Pat Sydoruk moves the financial reports as presented
seconded by Evelyn Bzowy Carried

. Business arising from the minutes:

a. Camp Wanago: Shelley Loroff presented an update on camp. The attendance
has created a very busy summer with approximately 600 visits to camp. Motion

57-26 Diane Nellis moves that any donation over $500 is acknowledged by giving
a Thank you Card to the individual/organization. Carrled



b. Government discussion/ new fail programs 2026: Shelley Loroff share1! 4 emait
from the government with the board and informed the board of the 5 hour
discussion that was had with FCSS staff.

6. New business

a. Policies: Shetley Loroff asked for a sub committee to review the policies to
reflex the accountability framewark. Pat Sydoruk and Diane Neilis
volunteered to work with FCSS staff. Motion 58-26 Tammy Yaremko moves
that Pat Sydoruk, Diane Nellis, Shelley Loroff and Adeline Mohyluk form a sub
committee to review the policies. Carried. These will be brought back to the
beard befare being sent to Councils for approval.

b. MOW bags: Sheliey Loroff suggested the purchase of new bags for Meals on
Wheels as the present ones have the old logo on them. Discussion took
place. Motion 58-26 Evelyn Bzowy moves that Tamara Babcock puts new
logos on the existing Meals on Wheels bags. Carried

7. InCamera:
Motion 60-26 Pat Sydoruk moves that the board go In Camera at 8:30. Carried
Motion 61-26 Pat Sydcruk moves to return to regular session at 8:05. Carried
a. Wage Grid: Motion 62-26 Moved hy Evelyn Bzowy, Seconded by tamara
Babcock, to receive the wage grid for information and to revisit it again when
pregating the budget. Carried
b. Mow Contract Motion 63-26 moved by Tammy Yaremko, seconded by Anne
Silivius, to accept the presented Meais on Wheels contract with
MooseCrossing. Carried
8. Correspondence:
9. Council updates:
a. MD of Spirit River: there was a Rate payers BBQ at Nardam in July and The
council
b. Town of Spirit River: Keir Gervais was hired as CAC on June 29. The pool
attendance is down this year. Funding for the airport was not received and the
Town is stiil working on this.
¢. Village of Rycroft: The car show was well attended with 80 registrations for the 2
days
d. Birch Hills: N/A
10. Next meeting date: Sept 9, 2026 at Peace Wapiti Public School Division at 6:30 pm
11. Adjournment: meeting was adjourned at 9:18 pm
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2.

MUNICIPAL DISTRICT OF SPIRIT RIVER NO. 133 1 5

MEETING: RM 16-26

MEETING DATE: September 23, 2026

ORIGINATED BY: Monty Bremont, Assistant CAO

TITLE: Alberta Community Partnership (ACP) Grant Applications — Motions to Support

Collaboration on ACP Partnership Initiatives with Town of Spirit River

BACKGROUND

The Town of Spirit River has approached the MD of Spirit River to partner on two distinct grant
streams under the provincial Alberta Community Partnership (ACP) program. Both projects
require municipal matching contributions to meet the 10% grant program requirements.

Project 1: Spirit River Regional Airport and Transportation Master Plan

e Grant Stream: Intermunicipal Collaboration (IC) Component

e Lead Applicant: Town of Spirit River

e Project Scope: Development of a comprehensive regional airport and transportation
master plan, providing a preliminary design assessment and strategic recommendations
for future regional airport and transportation infrastructure planning.

e Total Project Cost: $166,667.00

e Grant Request Amount: $150,000.00 (Maximum allowable amount)

e Municipal Contribution Requirement: 10% ($16,667.00 total)

e MD Requested Partner Contribution: $8,333.50 (to be shared with the Town)

Project 2: Central Peace Fire and Rescue Commission (CPFRC) Fire Services Master Plan

e Grant Stream: Mediation and Cooperative Processes (MCP) Component

e Project Scope: Funding professional consultant services to lead the development of a
comprehensive fire services master plan for the CPFRC. This plan will assess current
service delivery, project future emergency service needs, and guide long-term regional
decision-making.

e Total Project Cost: $100,000.00

¢ Municipal Contribution Requirement: 10% ($10,000.00 total)

e Cost Sharing Structure: Split evenly among the three partner municipalities: Town of
Spirit River, MD of Spirit River, and Village of Rycroft.

e MD Requested Partner Contribution: $3,333.33

RECOMMENDATION/RESOLUTION

That Council support the Town of Spirit River’s application for the Alberta Community
Partnership (ACP) Intermunicipal Collaboration (IC) component grant to develop a
comprehensive Spirit River Regional Airport and Transportation Master Plan and commit a
partner contribution of $8,333.50 toward the total project costs.

That Council support the Town of Spirit River’s application for the Alberta Community
Partnership (ACP) Mediation and Cooperative Processes (MCP) component grant to fund
consultant services for a comprehensive Fire Services Master Plan for the Central Peace Fire
and Rescue Commission (CPFRC) and commit a partner contribution of $3,333.33 toward the
total project costs.
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Additional Information & Correspondence

From: Keir Gervais <cao@townofspiritriver.ca>
Sent: Wednesday, 09 September 2026 08:43:11

To: Shirley Hayden <cao@mdspiritriver.ab.ca>
Subject: ACP Letters of Support

Good morning Shirley,

At our Council meeting last night Council resolved the following, separate and unrelated,
motions:

: I

That Council direct Administration to apply for ACP-IP funding for the Spirit River Regional
Airport and Transportation Master Plan project prior to the October 1, 2026 deadline; and,

That Council direct Administration to write a letter to the MD of Spirit River No. 133
regarding a proposal to split the matching portion equally among the participating
municipalities, resulting in a contribution of $7,500.00 per partner.

2.

That Council direct Administration to send letters to the Village of Rycroft and the MD of
Spirit River No. 133 requesting:

1. A Council motion of support for an application to the ACP-MCP grant for the CPFRC
Master Plan project, with the Town of Spirit River serving as managing partner; and

2. A Council motion approving matching funds up to $3,333.33 towards an application
to the ACP-MCP grant for the CPFRC Fire Services Master Plan project.

COUNCILACOUNCIL 20265AGENDAS F0PEAGENDA
ADDUTIONAL INFORMATION and CORRESPOMDENCE
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Additional Information & Correspondence

And, that if support and matching funds from the Village of Rycroft and the MD of Spirit
River No. 133 are commiitted to, Council direct Administration to apply to the ACP-MCP
grant for the CPFRC Governance and Operations Master Plan project prior to the February
3, 2027 deadline.

Thank you,

Keir Gervais
Chief Administrative Officer
Phone: 780-864-3998

Email: cao@townofspiritriver.ca
Address: 4502 50 Street — Box 130 Spirit River, AB TOH 3G0

 ——
SPIRIT 2 RIVER
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September 09, 2026

Reeve Tony van Rootselaar & Council
MD of Spirit River

Box 389

Spirit River AB TOH 3G0

Email: shayden@mdspiritriver.ab.ca

Dear Reeve and Council,

Re: Invitation to Partner on (ACP) Grant Application — Central Peace Fire Rescue
Commission Fire Services Master Plan

On behalf of Town of Spirit River Council, | am writing to invite the Municipal District of
Spirit River No. 133 to partner with the Town and the Village of Rycroft on a joint
application under the Alberta Community Partnership (ACP) grant program. The
proposed application would fund consultant services to lead the development of a
comprehensive Fire Services Master Plan for the Central Peace Fire and Rescue
Commission (CPFRC).

The CPFRC provides coordinated fire and rescue services on behalf of the Town of Spirit
River, the Municipal District of Spirit River No. 133, and the Village of Rycroft. At its August
3, 2026 regular meeting, the CPFRC Board resolved to pursue consultant services,
through an ACP grant application, to develop a comprehensive Fire Services Master Plan.

This work would provide the Commission and its three member Councils with a common,
evidence-based assessment of current service delivery and future emergency service
needs. More importantly, it would provide a practical framework to guide longer-term
planning, priorities, resource requirements, and future decision-making for the regional
fire and rescue service.

The Town is proposing an ACP application of up to $100,000. Under the 2026 ACP grant
requirements, a 10% municipal cost-share is required. A $100,000 grant would therefore
require a total local contribution of $10,000. We propose that the three participating
municipalities share this contribution equally, at approximately $3,333.33 each.

Box 130 Spirit River, Alberta TOH 3G0
Phone: (780) 864-3998 www.townofspiritriver.ca
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We respectfully request a resolution of Councit confirming the Municipal District of Sphit
River No. 133's support for participation as a partner in this joint ACP appiication. We
would be pleased fo provide any additional information Council may require as it
considers the reguiest,

The Town values the apportunity to work collaboratively with the Municipal District of Spirit
River No. 133 and the Village of Rycroft on the continued planning and sustainability of
our shared fire and rescue service.

Sincerely, \

Tamﬁaremko

Mayor, Town of Spirt River

Box 130 Spirit River, Atherta TOM 2Go
Phone: {780} 864-3998 www.iownofspititriver.ca
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September 10 2026

Mayor and Council of Town of Spirit River
BPear Mayor and Council,

On behaif of the Municipal District of Spirit River No.133 this letter confirms our support for
the Town of Spirit River's application under the Alberta Community Partnership (ACP)
grani program to support the development of a comprehensive Fire Services Master Plan
for the Central Peace Fire and Rescue Commission {CPFRC).

The CPFRC provides coordinated fire and rescue services to residents of the Town of
Spirit River, the Municipal District of Spirit River No. 133, and the Village of Rycroft. As a
member municipality, we recognize the importance of ensuring that regional fire and
rescue services continue o be planned and delivered in & manner that reflects current
service requirements and anticipated future needs. '

A comprehensive Fire Services Master Plan will provide the Commission and its member
Councils with an evidence-based assessment of current service delivery and future
emergency service needs, and a practical framework to guide ionger-term planning,
priorities, resource requiremants, and decision-making.

The Municipal District of Spirit River No.133 suppr}rts the Town of Spirt River acting as the
managing pariner for this ACF appiication and confirms our participation as a pariner in the
project. We further acknowledge the required municipal cost-share and support an equat
sharing of the local contribution among the three participating municipalities.

We value the continued coliaboration among the CPFRC member municipalities and are
pleased to provide this letter in support of the Town of Spirit River's ACP funding
application. We believe this initiative will contribute to the continued planning and
sustainabiiity of our shared regional fire and rescue service.

Sincerely,
Reeve, Tony Van Roﬁtseiaar
The Municipal District of Spint River No. 133
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MEETING: RM 16-26

MEETING DATE: September 239, 2026

ORIGINATED BY: Monty Bremont, Assistant CAO

TITLE: Alberta Traffic Safety Fund (ATSF) Speed Indicator Sign

Project — Contractor Awarding
BACKGROUND

The MD of Spirit River previously applied for and has been officially approved for funding
through the Alberta Traffic Safety Fund (ATSF) to install seven (7) speed indicator signs.

Following the project approval, Alberta Transportation recommended that the MD reach out to
LaPrairie to complete the project. LaPrairie is the highway maintenance contractor in the area
and is recognized as the best equipped to perform the work while ensuring full compliance with
Alberta Transportation’s specifications regarding working within highway right-of-ways.

Administration subsequently requested and received a formal proposal from LaPrairie to
complete the installation work, totaling 568,405.60.

e Original ATSF Grant Approval: $120,000 total project cost, structured on a 50/50
provincial/municipal cost-sharing basis (requiring a total municipal share of $60,000).

e Partner Municipality Breakdown: Originally, the $60,000 municipal share was proposed to
be split equally among the G5 municipalities (Saddle Hills County {SHC), Town of Spirit River
(ToSR), Birch Hills County (BHC), Village of Rycroft (VoR) and the MD of Spirit River (MDSR),
equaling $12,000 per municipality. To date, SHC, BHC, ToSR and MDSR have committed
512,000 each.

¢ Updated Cost & Partner Communications: Since the actual quote from LaPrairie has come
in significantly lower than initially estimated, administration has contacted the partner
municipalities. Administration advised them that the MD of Spirit River will upfront the
entire municipal share, and the partner municipalities can pay their respective shares only
after the project is completed and the final costs are locked in.

¢ Funding Source: Administration is seeking council approval for the MD's portion to be
funded from municipal reserves.

RECOMMENDATION/RESOLUTION

That Council accept LaPrairie’s proposal of 568,405.60 to complete the Alberta Traffic Safety
Fund (ATSF) Speed Indicator Sign project, with funds drawn from municipal reserves and
partner contributions invoiced upon project completion.

Or

That Council directs administration accordingly.
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From: George Smith<t h@laprairiegroup.com>
Sent: August 27, 2026 12:50 PM

To: Monty Bremont <mbremont@mdspiritriver.ab.ca>
Subject: Quote for Speed Readers - Supplies and Install

Monty
Here is the quote to install 7 speed readers as per our email exchange:
« Supplies - $51,325.60 plus taxes, includes 15% markup for LWI - 4 weeks lead time
(Attached quote, so you can see the cost of supplies)
« Installation of 7 speed readers, includes Posts, Hardware, etc - $17,080.00
Total Cost - $68,405.60
Let me know if you want to proceed with this work

Thanks

George
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w MUNICIPAL DISTRICT OF SPIRIT RIVER NO. 133

MEETING: RM 16-26

MEETING DATE: September 23rd, 2026

ORIGINATED BY: CAQ, Shirley Hayden

TITLE: Review of Privacy Management Program
(PMP) Policy PMP.01

BACKGROUND/PROPOSAL

The Alberta government modernized its public-sector access and privacy framework by
replacing the Freedom of Information and Protection of Privacy Act (FOIP) with two distinct,
modern pieces of legislation: the Access to Information Act (ATIA) and the Protection of
Privacy Act (POPA). The Alberta government created the two separate statutes to align with
modern digital governance and distinguish access rights from privacy management. FOIP was
officially repealed, and ATIA and POPA came into force across all Alberta public bodies.

The MD contracted the services of Cenera to develop a Privacy Management Program that

developed policies and methodology, and ensures compliance with the standards outlined in
the POPA and ATIA Regulations. This policy is attached.

RECOMMENDATION/RESOLUTION

That Council adopt the Privacy Management Program Policy PMP.01 as presented.

Or that Council direct Administration accordingly.
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MUNICIPAL DISTRICT OF SPIRIT RIVER NO. 133
POLICY AND PROCEDURES MANUAL

Policy No. PMP.01:

PRIVACY, ACCESS AND SECURITY POLICY

Function/Department:

Polley No.

Status:

Approval Date:
Resolution No:

Next Raview Date:
Past Review Date(s)
Action fnew, rescinded,
replaces, ete.)

Related Procedures:

PRIVACY MANAGEMENT
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Draft

September 23", 2026
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@ Municipal District of Spirit River Privacy, Access and Security Policy PMP.01

|. General Program Policy
A. PURPOSE

The Alberta Access to Information Act (“ATIA") ensures individual right of access to information
and protects the personal information of the public, and employees of public bodies operating in
Alberta. MD of Spirit River No. 133 is bound by the requirements of the Protection of Privacy Act
(“POPA") and collects, uses, and discloses personal information in accordance with its
provisions. This policy establishes the principles and processes for managing MD of Spirit River
information in compliance with ATIA and POPA.

B. SCOPE
This policy applies to:

1.1 MD of Spirit River employees, including directors, officers, contractors, students, and
volunteers providing services on behalf of MD of Spirit River;

1.2 All recorded information, in whatever form or medium (paper, digital, audio-visual,
graphic) created or received in the course of carrying out MD of Spirit River’s mandated
functions and activities; and

1.3 All facilities and equipment required to collect, manipulate, transport, transmit, or keep
MD of Spirit River information.

C. GOALS AND PRINCIPLES

MD of Spirit River is committed to providing full informational accountability and to protecting the
privacy of individual citizens and its employees. To that end, MD of Spirit River has implemented a
privacy and access program to meet the following goals and principles:

1. PROGRAM ACCOUNTABILITY

MD of Spirit River designates a position and individual who is accountable for implementing and
maintaining access to information and privacy for information under the custody or control of
MD of Spirit River.

2. OPENNESS

MD of Spirit River develops and follows access, privacy and security policies and practices that
are compliant with legislation. Such policies and practices are publicly available.

3. COLLECTION OF PERSONAL INFORMATION

MD of Spirit River collects personal information only for authorized purposes and collects the
least amount of personal information with the highest degree of anonymity required for the
authorized purpose.

4. IDENTIFYING PURPOSES

When collecting personal information directly from an individual, the individual is informed of
the purpose for which the information is collected.

PUBLIC 4
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5. LIMITED USE, AND DISCLOSURE OF PERSONAL INFORMATION

Personal information is only used and disclosed in accordance with the purpose for which it was
collected, unless alternate use or disclosure is authorized or required by law, or with the
knowledge and consent of the subject individual.

6. ACCURACY

MD of Spirit River makes all reasonable efforts to ensure that both general information and
personal information created or received by MD of Spirit River is accurate and complete.
Individuals who believe there is an error or omission in their personal information have a right to
request correction or amendment of the information.

7. RIGHT OF ACCESS

Individuals have a right of access to all information, including personal information about
themselves, that is in MD of Spirit River custody or control, subject to limited and specific
exceptions.

8. SAFEGUARDS

MD of Spirit River protects personal information in its custody or control by deploying security
measures and practices to prevent unauthorized access, collection, use, disclosure, copying,
modification, disposal, or destruction.

9. COMPLIANCE CHALLENGES

Individuals are encouraged to bring any concerns or issues regarding privacy and access at MD of
Spirit River to the Privacy and Access Officer for discussion and response. The Privacy and Access
Officer will investigate and respond to the individual. Individuals may appeal to the Information
and Privacy Commissioner of Alberta to review or investigate MD of Spirit River right of access or
correction responses, or any policies or practices that they feel are not in compliance with
legislative requirements.

D. QUALITY CONTROLS AND ASSURANCE
1. POLICY REVIEW AND ASSESSMENT

1.1 MD of Spirit River reviews and assesses Privacy, Access and Security policies every four
years to ensure that they are effective and align with legislative, regulatory or MD of
Spirit River functional developments and changes. Policies may be reviewed outside the
regular review period if organizational or legislative changes necessitate it.

2. TRAINING AND COMMUNICATION

2.1 All MD of Spirit River employees are provided with regular training resources to ensure
they adequately understand and can implement all aspects of the Privacy, Access and
Security program, Training is provided when employees are hired and is ongoing and
refreshed or expanded upon in regular intervals in accordance with the roles and
responsibilities of employees. Frontline staff will refresh training every four years and
administrative staff will refresh training every two years.

PUBLIC 5
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2.2 Training resowices are reviewed every four years to ensure that they are effertive and
align: with legistative, regidatory or MD of Spirit River functional developments and
changes.

3. PRIVACY, ACCESS, AND SECURITY MONITORING AND ASSESSMENT

3.1 Systems, circumstances, practices or repositories that pose 2 potential risk or gap in
standards relating to the privacy, accessibility, usabiity, integrity, retention, continuity,
and security of MD of Spirit River information are identified, monitored and assessed to
determine the extent of the risk and the mitigation required.

3.2 MD of Spirit River has established requirements for sudit logging, monitoring and review
of electronic systems that collect, use, disclose or store personal information, data
derived from personal information and non-personal data.

4. PERSONAL INFORMATION INVENTORY AND PERSQNAL INFORMATION BANKS

4.1 MD of Spirit River is committed to the responsibie management, protection and
transparency of personal information in its custody or under its control. in support of this
comrmitment M of Spirit River supports the developrment and maintenance of 2
personal information inventory.

4.2 A personal inforrmation inventory is a comprehensive list of alf personal information held
by MD of Spirit River. # includes data storage locations, categorias of persanal
information, categories of individuals whose personat information it holds, the purposes
for collection, use and disclosure, and the sensitivity aned security classification of this
personal information. The personal information inventory may be incorporated in
records management systems and processes.

4.3 MD of Spirit River creates and maintains a directory of the personal information banks
under its custody and contrel.

4.4 iMD of Spirit River publishes the directory of its personal infermation banks, either in
printed or electromic form, and makes it available to the pubiic,

4.5 The personal inlormation bank directory includes:
g} the titie of the parsanal information bank;
B} the focation of the personal information bank;
¢} a description of the types of personal information included;
d} a description of the categories of individuals whose personal information is included;
e} the authority for collecting the persandl information:
i} the purposes for which the personal information was coltected or compiled; and,
g} the purposes for which the personal information may be used or disclosed.

4.6 {f personat information is used or disclosed for a purpose other than the one described in
the directory, MD of Spirit River

FUBLIC G
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a) keeps a record of the purpose and connects that record to the personal information;
and,

b} updates the directory te include the new purpose in the next publication of the
directory.

5. PRIVACY IMPACT ASSESSMENTS

5.1 Privacy Impact Assessments [PHAs) are completed for any systems, programs, services,
projects or practices that introduce significant new or expanded collection, use,
disclosure, processing or security exposure of personal infermation.

5.2 The introduction of, or change to, a system, program, service, project of practice is
considered significant if:

2} the loss of, unauthorized access to or unauthorized disclosure of the personal
information involved could result in significant harm;

b} Hinvolves highly sensitive information;

¢} i involves personal inlormation of a significant percentage of the MD of Sgirit River's
service popalation;

dl there is data maiching of personal information with an external electronic
information repaository;

e} itis part of a common or integrated service or program;
B the technology used is innovative; or

g} the administrative, technical, or physical measures and systems being proposed
represent an additionat risk to the privacy of individuals.,

5.3 Any projects or changes of such nature are reported to the Privacy and Access Officer,
who is responsible for completing the PIA,

5.4 PlA content standards follow reguirements set by the COflice of 1he Privacy Commissioner
of Alberta. The PtA is completed and submitied to the Office of the Privacy Commissioner
of Alberta.

E. TERMS AND DEFINITIONS

Al Inference

The process by which a trained Al mode] takes input data and produces an output, based on
conchusions and reasoning.

Artificial Intalligence Service (Al Service)

Computer programs and applications thal complete tasks and generate information that normally
requires human intelligence such as evaluation, problem-solving, reasoning, and decision-making,
tising machine-based learning. Also considered an automated system.

Authorized Representative

PUBLIC 7
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Any person who can exercise the rights or powers of an individual. This includes the right of access
to an individual’s personal information and the power to provide consent for disclosure of such
information. This may include:

a) An executor or administrator of the estate of an individual who is deceased, for
purposes of administering the estate

b) A guardian or trustee of a dependent adult, according to appointment under law
¢} Anagent under a personal directive, in accordance with the directive
d) Anindividual who is acting under specific provisions of a power of attorney

e) A guardian of a minor under 18 years of age, excluding mature minors, if the exercise
of the rights or powers of the guardian would not be an unreasonable invasion of the
personal privacy (Appendix 7) of the minor

f) Anindividual acting with the written authorization of an individual
Collection

To gather, acquire or obtain personal information about an individual, from any source, including
third parties.

Common or integrated service or program

A program or service planned, administered, delivered, managed, monitored or evaluated by MD of
Spirit River working collaboratively with one or more other public bodies or another public body
working on behalf of MD of Spirit River or MD of Spirit River and one or mare other public bodies.

Confidentiality

A condition or status in which collection, use, or disclosure of information is restricted to specific
persons for specific purposes, When and how the collection, use and disclosure restrictions are
applied and maintained are defined by legislation and policy.

Consent

Informed agreement by an individual to the use or disclosure of their own personal information held
by a public body, which can be revoked by the individual at any time.

Custody or Control

Custody is the effective physical possession of information; control is responsibility and
accountability for making decisions about the handling of information, regardless of whether MD of
Spirit River has custody of the information. MD of Spirit River has control over any information that
any of its officials, employees, or service providers has created or received as part of their mandated
functions and activities, regardless of the location of the information or the time of collection, use,
or disclosure,

Data Derived from Personal Information

Data created or derived from data matching that identifies individuals whose personal information
was used in the data matching process. May include Al Inferences.

Data Matching

PUBLIC 8



32

Municipol District of Spirit River Privacy, Access and Security Poficy PME.GE

Linking of personal information between 2 or more databases or other electronic sources of
infarmation.

Disclosure

Giving access to or making the personal information in MD of Spirit River’ custody or controd
avaifable to a person or organization external to MD of Spirit River.

Employee

Al employees, including board members, directors, officers, contractors, students, and volunteers
providing services on behal of MD of Spirit River.

External Networked Source

Interconnected computer netwaorks, such as the internet, ithat contain information for which MD of
Spirit River has Httle to no controf over content creation, integrity or disclosure.

High Sensitivity information
Personal inforrmation about an individual that is:

a} Biometric information

B} Financial information

¢} Personal information about 2 minor, senior or vulnerable person
Indhvidual

Any person, lving or deceased, regardless of residency, citizenship, or status. in addition, the
authorized representative of the individual.

Large Language Model {LLM)

The language mode! of an Af Service that has been trained using vast amounts of data to learn
patterns and fanguage that generate humandike inferences.

taw Enforcement

Policing, incfuding criminal intelligence operations, security or administrative investigation that feads
o7 could fead to a penalty or sanction.

Mature Minor

An individuat under the age of 18 who has the capacity to make their own decisions aboul significant
matters affecting them, demaonstrated by their independence, psychological stabibity, intelectual
capatity, and/or life situation. In the case ol privacy, the guardizn of 2 mature minor would not he
considered their avthorized representative.

Notification

An explanstion of policies, procedures, consequences, and risks related to the collection, use or
disclosure of an individual’s personal or personal employee information. MO of Spirit River musl
properly inform and notify individuals and employees that personaf information is being collected,
the purposes for which it is being collected, and who may be contacted at MD of Spirit River if an
individual has questions about the management of their personal information.

PUBLIC a
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Non-personal Data

Data, including data derived from personal information and synthetic data, that has been generated
modified or anonymized so that it does not identify any individual.

Personal Employee Information

Personal information collected, used, or disclosed solely for the purposes of establishing, managing,
or terminating an employment or volunteer relationship.

Personal Information

Information about an identifiable individual including:

a)
b)
c)
d)
e)
f)
g
h}
i)
j)
k)
)
m)
n)
0)
p)

Name

Address, telephone, email, or contact information®
Race

National or ethnic origin

Colour

Religion

Political beliefs or associations

Age

Sex

Marital status

Family status

Identifying numbers

Fingerprints or blood type

Educational, financial, employment, criminal records
Opinions about the individual

Individual's personal views or opinions (except opinions about others)

*Home or business address, telephone, email or other contact information of an employee of a
public body, or any individual is not personal information, if it is provided on behalf of the employer
in the individual’s capacity as employee or agent.

Personal infermation under ATIA and POPA that is not normally excepted from disclosure:

a)

b)

c)
d)

PUBLIC

Opinions contained in work product

Classification, salary range, discretionary benefits, or employment responsibilities of
public body employees

Financial and other details of a contract to supply goods or services to a public body

Information about a license, permit, financial or other discretionary benefit granted
to an individual by a public body

10
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e}l inforimation is about an individual who has been dead for 25 years or more

f} information is about an individual's enrolment at a school, attendance at a public
event, or receipt of an award granted by a public body

Personal Infermatlon Bank (PIB)
An information repository that is organized or retrievable by an individual’s name or other identifier.
Privacy impact Assessment [PIA)

A review and explanation of proposed changes in practices, programs or information systems
affecting the collection, use, disclosure, or security of personal information under the custody or
control of & public body. At the early stages, the PHA will identify practives and risks that should be
addressed, amended or mitigated before implementation of the program or system.

Prompt
A cue, instruction, or question given to an Al Service to eliclt a response, action, or creative output,
Reasonahle Security Arrangements

Administrative, physical and technical safeguards to protect personal information, dala derived from
personal information and non-personal data in the custady or under the control of MD of Spirit River
that are appropriate and proportional with the security classification level of the information and in
the case of non-personal data, ensure to the extent possible, that the identity of the an individuai
who is the subject of non-personal data cannot be re-identified from the data.

Record

information in any form, including any electronic record or other record in any form in which
information is contained or stored, including information in any written, graphic, etectronic, digital,
photographic, audio or other medium, but does not include any software or other mechanism used
to store or praduce the record.

Research

Academic, applied, or scientific research, excluding internal program or quality improvement
assessments, that necessitates the use of individually identifying personal information.

Severing

In 2 right of access request, separating or hiding/redacting infermation in a document that should or
cannot be released so that the remainder of the document can be disclosed.

Significant Harm

Harm that resuits from the unauthorized access, disclosure, ar loss of personal information,
including:

al Bodily harm
b} Humiliation
t} Damage to reputation or relationships

d) Loss of employment or business of professional opportunities
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e) Identify theft
f) Diminished insurability
g) Diminished credit
h) Loss of property or legal status
i) Loss of finances
The following factors are also considered in determining the significance of harm:
a) Itisreasonably believed that the information has been or will be misused
b) The unauthorized access, disclosure of loss was the result of malicious intent
c) The personal information is sensitive
d) Existing mitigating factors reduce the risk of significant harm
Third Party

A person, a group of persons or an organization other than the applicant making an access request,
or other than the employees and officials of MD of Spirit River.

Use

Use of information by MD of Spirit River employees for an authorized purpose that is authorized by
policy or law.

F. ROLES AND RESPONSIBILITIES
1. HEAD

1.1 Unless otherwise delegated, the Head of MD of Spirit River is responsible for all
obligations and discretionary decision-making under ATIA and POPA,

1.2 The Head of MD of Spirit River is recognized as the CAOQ.

1.3 The Head has delegated powers, duties and obligations under ATIA and POPA to the
Privacy and Access Officer in accordance with the functions and activities set out in F.2,
below.

1.4 The Head is responsible for ensuring that privacy, access and security policy and practices
in the MD of Spirit River are aligned with governing mandates, standards, and planning.

2. PRIVACY AND ACCESS OFFICER (PAO)

The PAQ is delegated by the Head to be responsible for the overall management and
coordination of privacy, security and access to information at MD of Spirit River in accordance
with the delegation order (Appendix 8). The PAO is responsible for following functions and
activities:

PROGRAM MANAGEMENT

a) Ensuring that privacy, access and security program policies and procedures are
developed, maintained, and updated, compliant with legislation.
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i} Developing and completing quality assurance processes for implementation of MD of
Spirtt River organization privacy and access management.

¢} Providing training and resources so that M of Spirit River employees, valunteers and
contracted personnel are fuily knowtedgeahble of their privacy and access duties,
rotes, responsthilities and practices in comphliance with policy and legisiation.

d} Representing MD of 5pirit River in dealings with third parties, the provincial
government, and the Office of the Privacy Commissioner of Alberta, as necessary.

IGHT OF ACCESS, CORRECTION, AND COMPLAINTS

e} Responding to requests for aceess to information incliding, as necessary, assessment
of fees, time extensions, disregarding requests, transfer of requests, duty 10 assist
apphicants, apphcation of exceptions, third party notificatlons and public interest
disclosure notice,

f!  Hesponding to request for correction of personal information, including, as
necessary, transfer of requests, correcting personal information, annotating personal
information, notifving recipients.

g} Responding to reguests for review of the handling of an access request ar a privacy
complaint including, as necessary, complaint submissian, duty to assist the applicant,
communicating with the OIPC, investigation, and responding to the applicant.

PRIVACY AND SECURITY

R} In consultation with MD of Spirit River employees, providing advice, interpretation
and implementation of applicable legisiation regarding personal information,
including release / non-ralease, coliection, use and disciosure ol personal
information.

B Maintaining the security, protection and accuracy of personal information in the
custody or control of MD of Spirit River in compliance with legislation and policy.

|} Directing the response to privacy breaches of personal information at MD of Spiril
River and its facitities in line with legistation and the Privacy Breach Response Paolicy.

k) Completing Privacy impact Assessments {PIAs} for MD of Spirit River for project-
specific personal information systems and practices,

I} Developing and maintaining a directory of Personal Informalion Banks and other
registries required for identifying and tracking the collection, use, disclosure and
security of personal information.

3. INFORMATION TECHNOLOGY MANAGEMENT

IT Management, in coordination with the PAQ, for alf systems, networks and applications:
a) implements and deploys privacy 2nd security measures;
bl compietes Fisk and mitigation assessments;

¢} rmonitars and detects security threats:
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assists in the response to privacy breaches.

4, MANAGEMENT

Department Managers are responsible for implementing privacy and security palicies and
practices within thel functional areas and are accountable for adherence to all policies by their
ernployees and contracted third parties. Management:

3}

b)

c)

d}

e}

f)
g}

supports their employee’s awareness of and training on privacy and security policies
and procedures;

implements privacy and security standards and processes in compliance with poficy
as they relate to information repositories and operational functions and activities of
their area;

provides appropriate resources and faciities as needed to support the
implementation of privacy and security policy in the department;

refars all formal right of aceess requests for information to the PAQ:

cooperates and assists i Jocating and retrieving departmentat information relevant
to right of access requests;

reparts gaps i arivacy, access and security pelicy affecting their areas to the PAD;

reports any new information repaositories or data systems that reguire registration,
assessment, and secuority classification to the PAD.

5. ALL MC QF SPIRIT RIVER EMPLOYEES ANE: SERVICE PROVIDERS

Al MD of Spirit River employees and service providers are responsible for implementing privacy
ard security for all information they create and receive as part of their functions and acthvities.

Emplayees:

a}
b)
ch

d}

e}

)

g}

FPUBLIC

make themsebves aware of and adhere to privacy, access and security and standards;
at the time of hire or engagement complete an cath of confidentiality;

capture, manage, access, reiease and protect information in thelr custody ar controd
according to privacy, access and security policy;

aecess, release and pratect information in their custody or confrol according to
policy;

refer to the PAD all decisions about eollection, use, disclosure, and access that are
not clearly directed by policy;

report 3l suspected breaches to personal information to the PAC immediately upon
ehscovery:

identify and report information security incidents to the appropriate managemernt
aceording to privacy breach procedures.
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I, Collection, Use, Disclosure, Data Matching, and Non-Personal

Data

A, POLICY
1. COLLECT{ON OF PERSONAL INFORMATION

FUBLIC

1.1 MD of Spirit River collects personal informtation only H:

a)
b}

cj

the collection s expressly authorized by legiskation;
the information is colected for the purposes of law enforcement; or

the information refates directly to and is necessary for an operating program o
activity of the public body, including a comimon or integrated program.

1.2 MD of Spirit River collects persenal information directly from the individual, ar their
authorized representative. MD of Spirit River only collects personal information indirectly
from another source in the folowing circumstances:

a)

b}

c)

)

f}
g}

h)

B

k)

m)

the indirect collection is authorized by the individual, other legislation, or the Alberta
information and Privacy Commissioner;

the personal information may be disclosed to MD of Spirit River under the disclosure
provisions autlined helow;

the parsonal information is collacted in 2 health and safety emergency and the
individual is unable to provide the information;

direct collection could reasonably be expected to endanger the mental or physical
health or safety of the individual or of any other person;

the parsona information is about a designated amergency contact;
the personal infornation is renuired to determine suitability for an honour or award;

the personal Information 1s required to verily the individuals’ eBgibiity for
participation in a program or to receive a benefit, product, or service from MD of
Spirit River;

the persanal information is collected from public sources for fund-raising;
the personal infarmation is required for a law enforcement purpose;

the personal information is required to collect a fine or debt owed to the public body,
ar for use i the provision of legal services to MD of Spirit River;

the personal information concerns the history, release, or supervision of an individusl
under the supervision of a correctionat authority;

the personal information is reguired to inform the Publc Trustee or Public Guardian
about chents or potentfal clients;

the personal information is required for enforcing an order under the Maintenance
Enforcement Act;
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n) the personal information is required to manage or administer MD of Spirit River
personnel;

o) the personal information is required to support researching or validating claims,
disputes, or grievances of aboriginal people;

p) the personal information is required to plan, manage, deliver, monitor and evaluate a
commeon or integrated program or service.

1.3 When collecting personal information directly from an individual, MD of Spirit River
informs the individual of the purpose for which the information is collected, the legal
authority for the collection, any intention to input the information into an Al service, and
contact information of the individual who can answer questions about the collection.

1.4 Notifications are included on the medium or at the location of collection (websites,
forms, pamphlets, posters). Notice is not required in circumstances when personal
information is collected indirectly, for authorized purposes.

1.5 MD of Spirit River employees collect only the amount and types of personal information
as required to complete the stated function or purpose.

2. CONSISTENT PURPOSES

2.1 MD of Spirit River will primarily use and disclose personal information for the purpose for
which it was originally collected or for a consistent purpose.

2.2 For a use or disclosure to be for a consistent purpose, MD of Spirit River must determine
that the proposed use or disclosure is:

a) Directly connected to the original purpose for collection; and

b} Necessary for operating a program or common or integrated program or service of
MD of Spirit River.

2.3 In assessing the consistent purpose, MD of Spirit River must consider:
a) The nature of the original purpose documented at the time of collection:
b) Whether the new use or disclosure is a logical extension of that purpose;
¢) The expected impact on the individual's privacy.
3. USE OF PERSONAL INFORMATION
3.1 MD of Spirit River may use personal information under the following circumstances:

a) for the purposes for which it was originally collected or for a use consistent with that
purpose;

b) with the consent of the individual, when obtained in accordance with consent
standards; or

c) for a purpose for which the information is disclosed to MD of Spirit River by another
public body, under the allowable disclosure provisions.

3.2 MD of Spirit River employees use only the amount and types of personal information as
required to complete the state function or purpose.

PUBLIC 16



- 40

Municipal District of Spirit River Privacy, Access and Security Policy PMP.01

4. DISCLOSURE OF PERSONAL INFORMATION

4.1 MD of Spirit River may disclose personal information for the purpose for which the
information was collected or compiled or for a purpose consistent with that purpose;

4.2 MD of Spirit River may disclose personal information for an inconsistent purpose only in
the following circumstances:

INDIVIDUAL OR PUBLIC INTERESTS

a) with the consent of the individual, when obtained in accordance with consent
standards;

b) to avert or minimize a risk of imminent harm and danger to the health and safety of
any person;

c) so that the spouse or adult interdependent partner, relative or friend of an injured or
deceased individual may be contacted, or to a relative of a deceased individual;

d) personal information of a minor or parent or guardian of a minor, to a law
enforcement agency or to another organization or public body providing services to
the minor, if it is clearly in the best interest of the minor;

e) toan MLA to assist the individual;

f} if disclosure is not an unreasonable invasion of privacy (Appendix 7);
LEGAL OR ENFORCEMENT REQUIREMENTS

g) to comply with, or in accordance with, an enactment of Alberta or Canada;

h) in response to a subpoena, warrant or court order;

i} forlaw enforcement purposes;

il for the supervision of an individual by a correctional authority, or to a lawyer or
student-at-law acting for an inmate;

k) to comply with the Maintenance Enforcement Act, or to the Administrator of
the Motor Vehicle Accident Claims Act:

I} to an Officer of the Legislature if required for their duties;
OPERATIONAL REQUIREMENTS
m) to an officer or employee of MD of Spirit River if necessary for their duties;

n) to an officer or employee another public body if necessary for planning, managing,
delivering, monitoring or evaluating a common or integrated program or service;

o) to enforce a legal right, or to collect a fine or to make a payment, or for court and
quasi-judicial proceedings;

p} to verify an individual’s suitability or eligibility for a program or benefit;
q) to comply with the public interest disclosure provisions;

r} to the Auditor General or any other prescribed person for audit purposes;
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s) to another public body for the authorized purposes of data matching;
HUMAN RESQURCES

t) to a union representative, with the consent of the individual:

u) for the management of personnel;
PUBLIC DISSEMINATION AND RESEARCH

v) to the Provincial Archives of Alberta or to MD of Spirit River archives or another
public body archives for archival preservation purposes;

w) for research or statistical purposes, under agreement;

x) when the information is available to the public.

4.3 MD of Spirit River employees disclose only the amount and types of personal information
as required to perform their assigned duties.

4.4 If there is no authority for the disclosure, the information cannot be disclosed. If the
individual making the request for information wishes, they may make a formal ATIA
Request.

4.5 MD of Spirit River will not sell personal information under its custody or control in any
circumstance or for any purpose.

5. RESEARCH DISCLOSURE
5.1 Personal information may be disclosed for statistical or research purposes, only if:

a) research cannot reasonably be accomplished in a non-identifiable form or is
approved by the OIPC;

b} data matching resulting from the disclosure is not harmful to the individuals the
information is about and the benefits are clearly in the public interest;

¢) MD of Spirit River has approved conditions relating to security and confidentiality,
removal or destruction of individual identifiers, and prohibition of any subsequent
use or disclosure without authorization; and

d) all of the conditions are set out in a written research proposal and agreement
(Appendices 2 and 3).

6. DATA MATCHING AND NON-PERSONAL DATA
6.1 MD of Spirit River

a) Data matches personal information between two or more information sources to
create new data derived from personal information; and

b) creates non-personal data from identifiable personal information;
only for the purposes of:
c) research and analysis; or

d) planning, managing, delivering, monitoring or evaluating a program or service.
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6.2 For the purposes of data matching, MD of Spirit River:
a) does not collect personal information directly from the individual:
b} may collect personal information from another public body;
c) may use personal information under its custody and control.

6.3 MD of Spirit River implements human oversight, auditing and validation measures for
systems used for creating data derived from personal information or non-personal data
to ensure the accuracy and reliability of the data.

6.4 MD of Spirit River retains and uses data derived from personal information only for the
purpose for which it was created and as long is reasonably necessary to enable MD of
Spirit River to carry out that purpose.

6.5 MD of Spirit River discloses data derived from personal information only

a) to the other public body from which data matched personal information was
collected, for the purpose it was created:

b} to the Office of Statistics and Information for the purposes of The Office of Statistics
and Information Act.

6.6 MD of Spirit River uses non-personal data for any purpose and discloses non-personal
data to anyone other than another public body only under agreement containing the
required conditions, including prohibiting re-identification of individuals,

6.7 MD of Spirit River is not restricted from disclosing reports, summaries or other
publications containing non-personal data that is aggregate or statistical form.

B. PROCESSES
1. CONSENT STANDARDS

1.1 MD of Spirit River can only request the consent of the individual for use or disclosure of
their personal information, not for collection.

1.2 Individual consents for use or disclosure of personal information must include:
a) the identity of the individual or authorized representative providing the consent;
b) the purpose for which the information is being disclosed and how it can be used;
c) the personal information to which the consent relates;
d) the identity of the third party to whom the information will be disclosed;

e) anacknowledgement that the individual providing the consent has been made aware
of the reasons why the information is needed and the risks and benefits to the
individual of consenting or refusing to consent;

f] the date the consent is effective and the date, if any, on which the consent expires;
and

g) astatement that the consent may be revoked at any time by the individual providing
it.
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h) an attestation affirming the consent or revocation by the individual or authorized
representative.

1.3 A consent or revocation of consent is authenticated by the signature of the individual
providing consent. Signatures are in writing either manually or electronically.

1.4 Electronic signatures are considered valid only if the level of electronic authentication is
sufficient to confirm the identity of the individual who is granting or revoking the
consent.

1.5 MD of Spirit River accepts oral consent for the following purposes:

a) an individual is unable to submit manual or electronic means of consent or attend
MD of Spirit River offices in person.

1.6 MD of Spirit River communicates that it accepts consent provided orally for the purposes
specified above.

1.7 MD of Spirit River authenticates the identity of the individual providing the oral consent.
MD of Spirit River ensures that the method of authentication is reliable for verifying the
identity of the individual and for associating the consent with the individual.

1.8 When oral consent is used, MD of Spirit River ensures that a record of the consent is
created, is retained by MD of Spirit River, and is accessible for subsequent reference. A
record of consent may include audio or video recording, or written notes from the
person administering the process,

2. RESEARCH PROJECT AGREEMENTS

2.1 Researchers are required to submit a Research Proposal (Appendix 2) for consideration
and approval by the PAQ.

2.2 MD of Spirit River discloses personal information for research purposes only if the
recipient signs an agreement (Appendix 3).

3. NON-PERSONAL DATA BEST PRACTICES AND REQUIREMENTS
3.1 MD of Spirit River develops and implements standards and technigues:

a) to locate and remove direct and indirect identifiers in personal information to create
non-personal data; and

b) to ensure to a reasonable standard that individuals cannot be re-identified within the
non-personal data by unauthorized users.

3.2 When creating non-personal data, and before it is used or disclosed, MD of Spirit River:
a) verifies the effectiveness of methods used;
b) ensures that methods used can be replicated for audit purposes;
¢) identifies the occurrence and source of potential bias in the data; and

d) ensures accuracy and completeness of data if it is used to inform decisions about
programs or services.
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3.3 MD of Spirft River assesses and racords the risk and imitigations of risks of its de-
identification standards and techniques resulting in re-identification. As part of this
assessment MD of 5pirit River considers:

al whether the non-personal data can be matched with other public or internal datasets
or soUrces;

b} whelher the number of de-identified individuals in an apgregate or cell associated
with specific aftributes is too small;

c] whether there are too many other attributes associated with the de-identified
individual;

i} whether peolocation datz {place and time) are included as atiributes associated with
the de-identified individual.

3.4 Whenever non-personal data is crealed from personal information under its custody or
control, and before it is used or MD of Spirit River records and maintains in a register;

a} a description of the personal information or data derived from persenal information
used to create the non-personal data;

b) the purpose for creating the non-personat data;
c] the methed used for creating the non-personal data;
d} the security classification of the data; and

el the assessment completed to ensure that the identity of the individual who is the
subject of the non-personal datz cannot be identified or re-identified from the data.

C. ARTIFICIAL INTEELIGENCE
1. COLLECTION, USE AND DISCLGSURE

1.1 When MD of Spirit River makes use of genarative artificial intelligence applications and
processes {Al services), personal information is only collected, used, and disclosed in
compliance with legistation and policy. The personal information activities may include:

INDIRECT COLLECTION

a}) Accessing and compiling persanat information from external networked sources or
external datasels in response 1o prompis, either directly or through large language
modeals (LLMsz).

b} Creation or generation of new personal information as inferences by Al services as a
response to user prompts,

DIRECT COLLECTION

¢l Collecting information from individuais in conversations ar engagements through an
Al chatbot service,

U5E

d} Accessing and compiling persons! information from internal sources and datasets in
response to prampts, either directly or through LEMs,
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e} Lise of prompts, internal information and datasets, and generated inferences
containing personal information to train internat large language models (LLMs).

DISCLOSURE

f) Disciosure of prompts and gererated inferences containing personal information to
external parties.

g1 MD of Spirit River considers infermation about individuals extracted by an Al service
from external networked sources, including the internet, as personal information.

h) MD of Spirit River only usas Al services that do not disclose internally generatad
personal information iin prompts or internal information sources to an external LEM
for Al trainig purposes,

il MD of Spirit River considers inferences generated by an Al service containing
personal information as data derived from personal information.

2, INFORMATION ACCURACY AND INTEGRITY

2.1 MD of Spirit River does not use or distribute inferences generated by Al services about or
affecting individuals before they are reviewed for accuracy and integrity and verified by
competent and qoalified employees.

2.2 inferences generated by Al services for MD of Spirit River use intlude citations and
references to sources detailed enough to verify the veracity and completaness of the
information.

3. NOTIRCATICN
3.1 MD of Spirit River notifies individuals that Al Services have and are being used to:

a} Collect personal information In conversations or direct engagements with individuals;
or

b} Generate information or knowledge that contribules to decision-making about the
individual.

3.2 Notifications contain al the elements of a collection notice with the addition of 3
statement that information or knowiedge from Al serviees has contributed to decision-
making about the individual.

3.3 Upon requeest, MD of Spirit River provides:
al the name and description of the Al services used: and

b) citations of the sources used by the Al Services to generate inferences that
contributed to decision-making abaut the individual.

3.4 This notification may not be provided in cases where one ol the dircumstances ar
canditions which require or allow MD of Spirit River to withhold the information apply.

4. REGULATICN OF USE

4.3 MD of Spirit River controls and regufates the use ol Al for specified purposes based on
the risk te individuals.
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4.2 MD of Spirit River considers the following activities using Al services as high-risk:
a) Health assessment and diagnosis;
b) Human resource performance evaluation and recruitment;
c} Safety components and controls for critical equipment and infrastructure;
d) Assessment of individuals requesting access to essential human services;
e} Predictive profiling;
f] Biometrics-based recognition and identification, including images.

4.3 MD of Spirit River employees complete high-risk Al activities only with the approval of
the PAO, who evaluates the risk on a case-by-case basis.

4.4 All new high-risk Al activities require a Privacy Impact Assessment, which may require an
Algorithmic Impact Assessment, before they are initiated.

4.5 MD of Spirit River considers the following activities using Al services as low-risk:
a) Content generation and editing;
b) Computer and program coding;
c) Information indexing and search;
d) Spam and malware filtering;
e) Audit logging and monitoring;
f) Recommendations for routine or transactional activities.

4.6 MD of Spirit River employees complete low-risk Al activities as required based on their
effectiveness for the purpose.

4.7 Where practical and effective for purpose, MD of Spirit River implements mitigating
conditions and activities that mitigate the risks associated with Al services, such as:

a) limiting an Al service to a small-scale information system and LLM model to support a
narrowly defined purpose or function;

b) completing pre-implementation testing and monitoring of Al services performance
for the identified purpose;

¢} implementing human oversight to ensure the accuracy and reliability of the Al
services;

d) continuously monitoring the effectiveness of Al services for the activity.
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lll. Right of Access and Correction of Information

Subject to limited and specific exceptions, individuals have a right of access to information that
is in the custody or control of MD of Spirit River. Further, individuals have a right to request
correction or amendment of information about themselves. This policy is intended to define a
process for facilitating requests for access to personal information, or to correct or amend
personal information.

A. POLICY
1. RECEIVING AND FACILITATING REQUESTS

1.1 Requests for access to MD of Spirit River information can be made by any individual or
organization (the applicant), regardless of location or status. A public body may not make
a request to another public body.

1.2 MD of Spirit River responds to right of access requests openly, accurately and completely
and will:

a) engage with applicants to allow them to clarify their request so it can be processed
b} respond to questions in plain language, and,
c) assist applicants in adjusting requests so they can be processed.

1.3 MD of Spirit River does not deny access to information based on the applicant’s reason or
purpose for the request.

1.4 Requests for information under ATIA may contain personal information of the applicant,
which will be protected and managed in accordance with POPA.

1.5 Once the applicant has met the requirements to make a request, MD of Spirit River has
30 business days to respond, unless the request has been abandoned, disregarded or
transferred, or if the time limit is extended in accordance with ATIA.

2. EXCLUDED RECORDS

2.1 Some records that are in the custody or control of MD of Spirit River are excluded from
the ATIA and do not have to be considered relevant or released as part of a right of
access request. However, MD of Spirit River may choose to release this information as
part of a request under specified circumstances. Excluded records include:

a) Records designated by MD of Spirit River as available without a request;

b) Court and administrative support records created or received by the courts of
Alberta, including justices of the peace;

c) Records created or received by officers of the Alberta Legislature, including the Office
of the Information and Privacy Commissioner, Ethics Commissioner, Auditor General,
and the Public Interest Commissioner:;

d) Records and copies of records from a provincial or public body registry office,
including the Personal Property Registry, Corporate Registry, Motor Vehicles Registry,
Land Titles Office, and the Vital Statistics Registry;
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e} MD of Spirit River records that have already been made public by other means;

f}  Records in the custody or contred of the federal, provincial or territorial povernment
and their agencies;

g} Persanal or constituency records of an elected or apprinted member of the
eoverning body of MD of Spirit River;

h} Health records created or received by a MD of Spirit River doctor or nurse;

H A guestion used on an examination or test only # release does not jeopardize 3
standardized or tontinuing evaluative process.

2.2 These excluded records can only be used or disclosed with the consent or permission of
the individual or organization:

i} Records from private sector donors that are preserved in MD of Spirit River archives
for historical research purposes,

2.2 Data derived from personal information and non-personal data cannot be refeased in
response to a right of access reguest.

3. DISREGARDING REQUESTS

3.1 MD of Spirit River disregards a right of access request only in exceptional circumstances
when:

a} the intormation requested is already avaflable to the applicant or to the public;

b} after initial requests from MD of Spirit River for clarification, the applicant has not
provided enough detail to make it comprehensible or to locate the requested
information;

t} the reguest has been made repeatedly, as part of g pattern of conduct that is
systamatic, regular and deliberate;

d} the applicant nmakes use of abusive, threatening, or harassing language or actions
during the application or facilitation process; ar

el the request is abusive, threatening, frivolous or vexatious.

3.2 The applicant is informed of the reasons for disregarding the request and the right to ask
the Commissioner to review MD of Spirit River's decision,

4. SEARCHES FOR RELEVANT RECORDS

4.1 MD of Spirit River makes every effort to identify and retrieve for review all records in ifs
custody or control that are relevant to an applicant’s request. This will include
information in any location and format and on any devices, accounts and platforms not
owned by MD of Spirit River, that was created or received by employees and contractors
to support their functions as MD of Spirit River officials.

4.2 The search for records relevant to an applicant’s request includes all electronic records
that can be accessed or produced using normal computer hardware, software and
technical expertise and would not unieasonably interfere with its operations. This
includes:
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a) reports or extracted data sets from existing databases that can be constructed and
generated using existing software and expertise, but does not include the creation of
information that is an analog summary, analysis, consolidation or digest of existing
information that did not exist prior to the request;

b) emails, text messages, and social media posts sent or received on any account or
platform that were created or received to support functions and activities of the
public body.

4.3 MD of Spirit River Privacy and Access officials responsible for responding to a request are
authorized to access and retrieve for review any personal or general information on any
device or platform that is required to identify, retrieve records relevant to a request.

5. REVIEWING AND WITHHOLDING INFORMATION

5.1 MD of Spirit River only withholds information relevant to the request when it is
determined that mandatory or discretionary or exceptions to the right of access apply to
the records requested.

5.2 MD of Spirit River must refuse to disclose information in response to a right of access
request if the release would be:

a) harmful to business interests of a third-party business;
b} anunreasonable invasion of a third party's personal privacy; or

¢) harmful to provincial Cabinet and Treasury Board confidences, as long as the
information is in a record for less than 15 years or result in the release of a record
that was submitted to or prepared for submission to the Executive Council, the
Treasury Board or one of their committees, or was created on or on behalf of any of
the above.

5.3 MD of 5pirit River may refuse to disclose information in response to a right of access
request if the disclosure could reasonably be expected to:

a) threaten anyone's safety or mental or physical health; interfere with public safety; or
cause an applicant to do immediate and grave harm to themselves or others;

b) reveal confidential evaluations conducted pre-hire or pre-contract award;
¢} harm a law enforcement matter;

d) harm a workplace investigation;

e) harm inter-governmental relations;

fl reveal local public body confidences, including drafts of bylaws, resolutions, legal
instruments and the substance of deliberations of in-camera meetings;

g) reveal advice, proposals, recommendations, analyses or policy options developed by
or for the public body;

h} cause harm to the economic interests of MD of Spirit River or the Alberta
Government;

i} reveal information relating to testing or auditing procedures;
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i} reveal legally privileged information;
k) cause harm to conservation of heritage sites; or

[) reveal information that is already or will be made available to the public within 60
husiness days.

6. PUBLIC HEALTH AND SAFETY OVERRIDE

6.1 MD of Spirit River discloses without delay, to the public, a group of people, an individual,
or an applicant, any information that MD of Spirit River has about a risk of significant
harm to the environment or to the health and safety of the public, a group of people, an
individual or an applicant.

6.2 Before disclosing the information MD of Spirit River must, where practicable, notify any
third party to whom the information relates, give the third party an opportunity to make
representations relating to the disclosure and notify the Commissioner.

7. THIRD PARTY REVIEWS

7.1 MD of Spirit River notifies and requests advice from affected third parties when it is
unclear whether the relevant records hold information that, if released, would be:

a) harmful to business interests of a third-party business;
b) an unreasonable invasion of a third party's personal privacy.
8. REQUESTS FOR CORRECTION OR AMENDMENT OF PERSONAL INFORMATION

8.1 Individuals may request correction or amendment of their own personal information in
the custody or control of MD of Spirit River.

8.2 MD of Spirit River will not amend professional opinions that are made by employees that
have the competency to make them.

B. PROCESSES
1. RIGHT OF ACCESS INTAKE

1.1 Requests to access information where there is clearly no requirement or allowance to
withhold or sever any of the requested information are provided as soon as possible
outside of the right of access process.

1.2 Requests for access to information from an individual applicant that may involve review
and severing must be in writing to the MD of Spirit River Privacy and Access Officer or
designate. Oral applications are accepted if the applicant has a physical disability or if
their command of English is limited. These special applications must be completed
through the Privacy and Access Officer.

1.3 All requests for access to information or correction that require the formal process are
directed to the Privacy and Access Officer for response, who formally acknowledges
receipt of request.

1.4 Applicants making requests for information may be required to provide sufficient
information to verify their identity and authorize access to the information. Any such
information provided is used for these purposes only.
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1.5 The Privacy and Access Officer acknowledges receipt of the request to the applicant and
informs them of the process and the 30 business day timeline involved in responding to
the request.

1.6 The Privacy and Access Officer will engage with applicants to ensure that the reguest
provides enough clarity and detail to identify and locate the requested records within a
reasonable amount of time and effort. If the Privacy and Access Officer requests further
detail and clarification, the applicant must respond within 30 business days or the
request will be considered abandoned.

1.7 Within 15 business days after MD of Spirit River receives a request, the Privacy and
Access Officer may transfer the request and if necessary, the record to another public
body if the record was produced by or for the other public body, the other public body
was the first to obtain the record or the record is in the custody or control of the other
public body. The Privacy and Access Officer will notify the applicant of the transfer.

2. FEES

2.1 Information requested is identified as either “personal information” or “general
information."” Fees for these services based on these designations are charged according
to the Fee Schedule (Appendix 1).

2.2 There is no administration fee for applicants requesting access to their own personal
information. However, fees may be charged for reproduction of information, if required,
and only when the estimated costs exceed $10.00.

2.3 A $25.00 administration fee is charged for requests for general information and is non-
refundable. A $50.00 administration fee is charged for continuing general information
requests, Additional fees may be charged for reformatting, reproduction, disclosure
preparation or transmission of information for general requests, only when the
estimated costs exceed $150.00.

2.4 The Privacy and Access Officer creates an estimate of the fees and provides it to the
applicant. The applicant must decide to either accept the estimated cost, to revise or
cancel their application, or to request a waiver of all or part of the fees. The applicant
must respond within 30 business days or the request will be considered abandoned.

2.5 If the applicant requests a waiver of fees, the Privacy and Access Officer may waive all or
part of the fees if a) the applicant cannot afford the payment, b) the records relate to a
matter of public interest, or ¢} for any other reason by which it is deemed fair and
reasonable in this particular case. The Privacy and Access Officer responds to a request
for waiver of fees within 30 business days.

2.6 The applicant is required to pay, if applicable, the $25.00 administrative fee and/or a
deposit of 50% of the estimated fees before the records are processed. The request will
not be processed until the initial required fees are paid.

2.7 Regardless of the fee estimate, MD of Spirit River only charges fees beyond the initial
administrative fee that reflect the actual costs incurred.
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3. RETRIEVAL AND REVIEW OF RELEVANT RECORDS

3.1 After the request intake fee requirements have been met, the Privacy and Access Officer
or designate identifies, retrieves and reviews the requested records to determine where
mandatory or discretionary exceptions to the right of access apply.

3.2 The Privacy and Access Officer or designate identifies and initiates searches functions,
business units, employees, and information repositories that may hold records relevant
to the request,

3.3 The Privacy and Access Officer or designate reviews on a line-by-line basis and severs
words or portions of the record according to the mandatory or discretionary exceptions
to the right of access. The reviewer may consult with appropriate employees to
determine the application of severing.

4. THIRD PARTY REVIEWS

4.1 If the Privacy and Access Officer decides that affected third parties need to be consulted
to determine the application of mandatory exceptions, the third parties are identified
and contacted as soon as practicable.

4.2 The notification to the third party provides:

a)} a notice that a request has been made for information that would affect them as a
third party;

b) a copy of the information;

c) arequest to advise the Privacy and Access Officer to either disclose the information
or explain why the information should not be disclosed.

4.3 The third party must respond to the notification and request within 20 business days.

4.4 The Privacy and Access Officer also notifies the applicant that a third party has been
notified and that a decision about the application of exceptions will be made within 30
business days from the date of notice to the third party.

4.5 When the Privacy and Access Officer decides on whether or not to disclose the
information after consultation with a third party, both the applicant and third party are
notified.

4.6 The third party may ask the Commissioner to review the decision to disclose the
information within 20 business days after the notice of decision is submitted to the third

party.
5. RESPONSE TO APPLICANT

5.1 Having completed a review of the records, the Privacy and Access Officer ensures that
information subject to any of the exceptions to access in the Act is severed from the
record prior to the record being disclosed to the applicant, with annotations or
explanations identifying which exception has been applied to the specific information
severed.
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5.2 The final response will include the requested records, an explanation for all information
sevared, and that the applicant has a right to review the decision to withhold information
with the Information and Privacy Commissioner.

5.3 Requested information will be provided in a form that is generally understandable. MD of
Spirit River will endeavor to explain the meaning of the cantent, codes and abbreviations
included in the applicant’s record to the extent that it is reasonably practical,

5.4 The final response with relevant records will not be released to the apglicant untit all
oulstznding fees are received, including the remaining 50% of the fee estimate adjusted
to the actual costs incurred.

5.5 K applicants reguest to view original records In person, to preserve the integrity of the
record and ensure that documents are not removed from MD of Spirit River, a
designated Privacy and Access olficial will be present to supervise during the entire
period of consultation,

6. TIME LIMITS FOR RESFONDING TO A REQUEST

6.1 MD of Spirit River responds to right of access requests within 30 business days of the
receipt of the reguest.

6.2 The 20 business day timefine is suspended for the time between submission of a fee
estimate to the applicant and the applicant’'s acceptance of the estimate, amendment or
MD of Spirit River decision to waive of fees.

6.3 The response time may be extended for an additional 30 business days, if:
a} the applicant agrees to the extension; or
B the velume of records is large and more time is needed to process the request; or

c} more time is needed o consult with a third party, another public body aor anathar
entity;

6.4 {if the response time is extended, the Privacy and Accass Offfcer notifies the appiicant of
the reasons for the extension, when 2 response can be expected, and that the applicant
may make a complaint to the Commissioner about the extension.

6.5 The timelines are automatically extended in:
a) third party reviews to accommodate time required to complete the process;

b} anemergency, disaster or other unforeseen event that results in unplanned
operation closure of interrugtion. In this case, the Privacy and Access Officar notifies
the Commissioner as soon as possible of the operational dosure, the anticipated re-
opening, and when the re-opening accurs.

£.6 The Privacy and Access Officer may extend the date of response for an additional period
of time, as required, for the same reasons,

7. CORRECTION OR AMENDMENT REQUEST PROCESSES

7.1 Requests from individuals to correct / amend basic information about themselves fe.g.
change of name or address} are handled as a routine correction of information, so long
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as the information is clearly Hmited to factual corrections that can be verified
rnmediately.

7.2 MD of Spirit River employees take reasonable steps to verify the identity of the individual
or authorized representative before processing the request. This may involve reviewing
a driver's Hcense or other identification.

7.3 Formal requests to correct or amend information subject to review must be in writing to
the MD of Spirit River Privacy and Access Officer. An individual may request the
correction of another person’s information only if they have that person's signed consent
or they can prove they are the person's legal reprasentative.

7.4 Al formal requests for correction are directed to the Privacy and Access Officer for
response, who formally acknowledgpes receipt of request.

7.5 MD of Spirit River responds to formal requests for correction of personal information
within thirty {30) business days of receipt of the reguest.

7.6 if corractions or amendments are made, the original infermation is not deleted but
retained and marked as incorrect, for examaple, by crossing out.

7.7 MD of Spirit River informs the applicant in writing of the refusal or acceptance of the
request, the reason{s} for the refusal, and any recourse the individual may have to
chafienge MD of 5pirit River's decision,

7.8 If the request for correction or amendment is refused, MD of Spirit River annotates the
record with reference te the requested correction or amendment. This may be done by
linking the record electronicaily to the annotation information.

7.2 The Privacy and Access Dificer notifies other organizations or agencies to whom the
information was disclosed that a correction has been made, or that an annotation has
been filed, unless the correction is not reasonably expected to impact on the ongoing
provision of services.

8. INDIVIDUAL CHALLENGES TO REQUEST RESPONSES

8.1 individuals are encouraged to bring any concerns or issues CONCEIiNg responses to
reguests and compliance with this policy to the Privacy and Access Officer for discussion
and mediation, Formal complaints regarding a request will be handled in accordance with
the Complaint Resolution policy. For all reguests, applicants wil be advised of their right
to request a formal review of the access process and the records by the Office of the
information and Privacy Commissioner of Alberta. Renuests for review by the reguiator
misst be mmade within 60 business days of the release of the records.
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V. Complaint Resolution

A. POLICY

1. SUBMISSION

1.1 Mernbers of the public may submit a compiaint in writing to MD of Spirit River far
investigation and resolution. Verbal comptaints will not be treated as formal complaint
subrnissions by MD of Spirit River.

1.2 Complaints may concern any decision, act, or faifure to act by MD of Spirit River in 2
formal access to information request or in the protection of personal information, data
derived from personal information, and non-personal data under M3 cof Spirit River's
custody ar controt or by a MD of Sgirit River employee, including:

a}

b}
c}
d)
e}
fi

a contiavention in the creation, collection, use, or disclasure of personal information,
data derived from persenal information, or non-personal data;

a refusal, without justification, to a correction of persanal information;

the actual or attempted re-identification, by any person, of non-personal data;
faiture by a MD of Spirit River employee to piovide a duty to assist;

a contravention in the application of a time extension in a format access request;

the inappropriate levy of 2 fee applied in a formal access reguest,

1.3 Complaints refated to unauthorized disclosure, use, destruction, loss, removal or
modification of personal information will initiate the privacy breach response process,
which may proceed in conjunction with the comptaint process.

2. PRINCIPLES OF INVESTIGATION AND RESPONSE

2.1 The Privacy and Access Officer receives, processes, investigates, and responds to
complaints under ATIA and POPA made to MD of Spirit River.

2.2 If an investigation is required to establish findings for a complaint, MD of Spirit River uses
generaily accepied investigative methods to obtain the most effective results white
raspacting the rights, privacy, and dignity of the complainant and any employees
involved. Complaint investigations wl, as required, incorporate the following

methodologies:

a} Keep investigation information confidential to protect the privacy of the complainant
and any individuals investipated and to maintain the integrity of the investigation;

b} Use survelllance or monitoring data to establish past or current actions on an as-
nopdad basis;

¢} Examine or confirm the veracity of facts or statements, sometimes using third party
Wwitnesses:

d} Base findings and conclusions on balance of probabilities.

2.3 Records created, collected, or processed as part of 3 complaint investigation are
classified according to the Information Security Classification system and will not be
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provided as part of the complaint response. Requests by the complainant for
investigation records associated to the complaint will be treated as a formal access to
information request, and records will be handled according to that process.

2.4 The complaint investigation is an administrative rather than a disciplinary process. Once
the findings are determined, it is the responsibility of Management and Human
Resources to determine the appropriate disciplinary action for employees involved, if
any.

3. RESPONSE

3.1 MD of Spirit River acknowledges, in writing, receipt of the complaint. All
acknowledgements of submission will include:

a) reference to the initial complaint;
b) aninternal assigned file number; and

c) the estimated date of response, within 30 business days of the date the complaint
was received.

3.2 MD of Spirit River provides responses in writing, containing the findings of the Privacy
and Access Officer, to all formal complaint submissions.

3.3 Response time is dependent on the need for an investigation and the complexity of the
associated investigation.

3.4 The complaint response will include the following:
a) the internal assigned file number;

b) a copy of the original complaint submission and a list of any records the complainant
submitted with the complaint;

c) the findings of the Privacy and Access Officer and the reason for the findings or a
statement of justification; and

d) contact information for the Office of the Information and Privacy Commissioner and
directions for submitting a request for review to the Commissioner,

B. PROCESSES
1. RECEIVING SUBMISSIONS

1.1 The Privacy and Access Officer reviews the submitted complaint to establish if it is
submitted under ATIA or POPA and assign an internal file number (Appendix 14):

a) if the complaint is submitted under ATIA, identify the associated access request
number and the employee who processed the request.

b) if the complaint is submitted under POPA, identify, if necessary, the associated
record(s), employee(s), department(s), information system(s), or events connected to
the complaint.

1.2 If the scope or nature of the complaint is unclear, the Privacy and Access Officer will
contact the complainant to clarify it.
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2. ACKNOWLEDGE RECEIPT OF SUBMISSION

2.1 Respond to the complainant, acknowledging receipt of submission, and providing an
estimated date of response that is 30 business days from the date received.

3. INVESTIGATION AND ANALYSIS

3.1 The Privacy and Access Officer determines the scope and nature of the complaint
according to the parameters established in section IV.A.1.3 and records the investigation
scope as part of the complaint investigation file,

3.2 Based on the context of the complaint, the Privacy and Access Officer will collect and
review any records associated to the complaint event that may provide additional
context or relevant information. Records that are reviewed as part of the investigation
are logged and indexed as part of the complaint investigation file.

3.3 The Privacy and Access Officer will review the complaint with any employees associated
with it. If more than one employee is associated with the complaint, the Privacy and
Access Officer will engage each employee individually. Interviews will begin with the
employee most closely involved in the event. Relevant factual information from the
interviews may be recorded as part of the complaint investigation file.

3.4 The Privacy and Access Officer will analyze the information from the complaint,
associated records, and any interviews conducted to determine the findings of the
investigation. Findings are based on a balance of probabilities.

3.5 Record the findings and any related information that informs the findings as part of the
complaint investigation file. If it is determined through the findings that remediation
actions are required, document the steps that will be taken and the date those actions
will be performed.

4. FINAL RESPONSE

4.1 When the findings of the investigation are determined, a final written response
(Appendix 15) will be provided to the complainant according to the parameters set out in
section IV.A.3.

4.2 If the findings include remediation actions, the actions that will be performed and a date
of completion will be provided to the complainant as part of the findings in the written
response.

5. RESOLUTION

REMEDIATION AND PREVENTION

5.1 Depending on the investigation findings and any identified risks regarding the creation,
collection, use, disclosure of personal information, data derived from personal
information, and non-personal data, the Privacy and Access Officer may identify further
administrative, technical and physical safeguards that can be implemented to modify or
prevent future contraventions in MD of Spirit River systems, processes, and employee
behaviours. This may include employee or user training, introduction of additional
security technology, or upgrade to facilities or infrastructure,
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V. Information Security

The information security provisions of POPA require MD of Spirit River to protect personal
information, data derived from personal information, and non-personal data in its custody or

control
collecti

by making reasonable security arrangements to protect against unauthorized access,
on, use, disclosure or destruction. This policy outlines administrative, technical and

physical safeguards in place at MD of Spirit River to protect confidential information.

A. SAFEGUARDS
1. ADMINISTRATIVE

PUBLIC

1.1 MD of Spirit River ensures that policies and procedures to facilitate the safeguarding of
confidential information in its custody or control are developed and maintained.

1.2 The need for confidentiality and security of personal information is addressed as part of
the conditions of employment for MD of Spirit River employees, beginning with the
recruitment stage, and included as part of job descriptions and contracts. All employees
are aware of, and appropriately trained with regard to, policies and procedures for
safeguarding information.

1.3 All MD of Spirit River employees, volunteers, directors, officers, and contracted
personnel that collect, use, disclose or have access to confidential information as part of
the performance of their duties for MD of Spirit River sign a Confidentiality Agreement.

1.4 Utilizing a system of levelled access by role, only the least amount of information
necessary for the intended purpose is used or disclosed, and only to employees with a
need to know. If the intended purpose can be accomplished without use or disclosure of
identifying information, then the information is made anonymous.

1.5 Before implementing proposed new administrative practices or information systems that
will change or significantly affect the collection, use and disclosure of personal
information, MD of Spirit River completes a Privacy Impact Assessment (PIA) that
describes how the new initiative will affect privacy, and what measures MD of Spirit River
will put in place to mitigate risks to privacy.

1.6 An agreement or contract (Appendix 5) is completed and signed between MD of Spirit
River and all contracted service providers that require access to the information systems
and assets of MD of Spirit River that requires that they meet or exceed MD of Spirit River
privacy program standards and policies.

1.7 MD of Spirit River employees and persons acting on behalf of MD of Spirit River report all
violations and breaches of information security as soon as possible to MD of Spirit River’s
Privacy and Access Officer. This enables the Officer to take corrective action to resolve
the immediate problem and minimize the risk of future occurrence.

1.8 The minimum retention period for records retention under ATIA and POPA is one (1)
year. Personal information that was used to make a decision about an individual will be
kept for at least one year after the decision has been made. Beyond that, the retention
periods are set according to the business requirements, and applicable by-laws and
schedules of MD of Spirit River,
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2. PHYSICAL

2.1 All MD of Spirit River records, both on-site and off-site, are held and stored in an
organized, safe, and secure manner in accordance with information security standards.

2.2 Appropriate fire detection and extinguishing devices are located in areas where personal
information is stored.

2.3 MD of Spirit River’s records are not accessible by unauthorized persons. In areas where
unauthorized persons are present, measures will be taken to ensure that files are not left
unattended or accessible.

2.4 Computers or monitors that are left unattended in reception areas or areas where
personal information is processed are secured and logged off, either manually or by
default timer.

2.5 All servers and equipment storing electronic personal information are secured by locked
cabinets or rooms within MD of Spirit River when not under direct supervision by an
employee of MD of Spirit River.

2.6 Visitors are given name tags or badges, and an employee accompanies visitors to private
or semi-private areas, to ensure that only authorized individuals are present in secure
areas.

2.7 Appropriate measures are taken to control the distribution of keys or pass codes, and to
ensure they are returned or changed after employment or association with MD of Spirit
River has ended.

2.8 Confidential information will be treated with sensitivity. Employees will take care when
sharing confidential and personal information if conversations can be overheard or
intercepted by unauthorized individuals.

2.9 Confidential, restricted, or sensitive information that is transmitted by mail or courier will
be sealed, marked as confidential, and directed to the attention of the authorized
recipient.

2.10 MD of Spirit River employees will verify the identity and credentials of courier services
used for the transportation of personal information.

2.11 Printers that may be used to print confidential information are located in a secure area.
Employees use the “safe print” feature information that is not confidential or sensitive in
nature will be destroyed. Confidential or sensitive information is destroyed by shredding.
Destruction of records subject to MD of Spirit River's retention and destruction schedule
will be documented by listing the records and / or files to be destroyed, the date of
destruction, and an employee’s signature to confirm that the destruction occurred. The
destruction of transitory records does not need to be documented.

2.12 All information will be deleted using secure data wiping techniques prior to disposal of
electronic data storage devices (e.g. surplus computers, internal and external drives,
diskettes, tapes, CD-ROMS, etc.), or the device(s) will be destroyed.

3. TECHNICAL
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3.1 Firewalls, intrusion detection software, or other technical means to protect internal MD
of Spirit River networks carrying identifiable personal information is in place to prevent
unauthorized use and malicious software.

3.2 Access to data and application systems to personal information is limited by each MD of
Spirit River employee’s functional role and need to know. Access privileges to
information repositories containing information classified as confidential, highly sensitive
or restricted are reviewed periodically to ensure that access continues to match the
employee’s functions and status,

3.3 Employees of MD of Spirit River access and use information systems under their assigned
User ID. The use of another person’s assigned User 1D is prohibited. The assigned User ID
restricts access to data and application systems to that information based on their
functional roles and need to know.

3.4 Access to MD of Spirit River information systems is controlled and password protected.
Passwords are kept confidential at all times, and are not written down, posted publicly,
or shared with other employees. Passwords will be changed on a regular schedule. If a
computer is left unattended, it will be protected against unauthorized access by manual
or automated logout requiring authentication to re-enter the system.

3.5 Personal information is not permitted to be sent by e-mail or transmitted over the
internet or external networks without the use of appropriate security safeguards, such as
encryption and authentication. E-mail messages must also contain a confidentiality
notification).

3.6 To detect unauthorized access and prevent modification or misuse of user data in
applications, systems may be monitored to ensure conformity to access policies and
standards. Appropriate security controls, such as event logs, will be implemented and
reviewed as required to support adequate proactive monitoring of access.

3.7 MD of Spirit River do not use service providers, including cloud services, that require the
storage of personal information outside of Canada.

3.8 Computer systems that hold critical or sensitive information will be backed up on a daily
basis. Backed up information is stored in a secure environment off-site. Information that
is intended for long-term storage on electronic media (e.g. tape, DVD, disk) will be
reviewed on an annual basis to ensure the data is retrievable, and to migrate the data to
another storage medium if necessary.

3.9 MD of Spirit River monitors Al services and applications to ensure that there is no leakage
of internal inferences and other information to external parties.

B. INFORMATION SECURITY CLASSIFICATIONS
1. CLASSIFICATION LEVELS AND ASSIGNMENT

1.1 Information is classified according to the degree of harm that may result from
unauthorized access, loss, or modification. All information is classified in accordance with
the levels identified in the Information Security Classification and Standards Table

(Appendix 9) as:
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a) Restricted
b) Confidential
¢} Internal
d) Public

1.2 Employees assign security classification to each repository, file or document as required.
Records that are Restricted must be marked as such visibly in the presented record and
included as part of the metadata of the record.

2. SECURITY ZONES

2.1 Physical spaces and logical areas within electronic systems and networks are identified as
having the status of one of four security zones, based on the functionality of the area:

a) RESTRICTED: Used infrequently by a subset of authorized individuals with special
status for storing and accessing information on a limited basis.

b) INTERNAL: Used regularly by authorized individuals working within the zone for
storing and accessing information among them.

c) EXTERNAL: Used regularly by a controlled number of unauthorized and authorized
individuals for storing, accessing, and transmitting information among them within
the zone.

d} PUBLIC: Used regularly by both authorized and unauthorized individuals for other,
uncontrolled purposes.

2.2 MD of Spirit River maintains standards to ensure the integrity of each zone, including
definition of perimeters, barriers to access, and security practices and equipment within
the zone. Physical Security Zones Requirements Table (Appendix 10) and the Network
Security Zones Requirements Table (Appendix 11) provide details of standards required
for each zone.

C. AUDIT LOGGING
1. LOGGING REQUIREMENTS

1.1 MD of Spirit River ensures that all systems containing personal information, data derived
from personal information and non-personal data:

a) Generate audit logs that record:
(i} User access (successful and failed attempts)
{ii) Creation, modification and deletion of records
(iii) Data exports, downloads or transmissions
{iv) Changes to user permissions or roles
(v) Administrative and privileged activities

b) Capture sufficient detail, including:

(i) UserlID
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fii}] Date and time
{hif} Type of activity performed
{iv) System or data accessed
2. MONITORING AND REVIEW
Z.1 Audit fogs are actively monitored to detect:
a) Unauthorized access or anomalous behavior
b} Bulk access ar exlraction of information
¢} Data integrity issues
d) Repeated failed fogin attempts

2.2 Formal log reviews occur on a scheduled basis, refative to the information security
classification of the information contained within the system and following any
suspected or confirmed privacy breach,

3. LOG RETENTION AND SECUR!ITY

3.1 Audit logs are retained in accordance with applicable MD of Spirit River ratention
schedules, with a minimum retention periad of at least 17 manths.

3.2 Audit logs are protected from unauthorized access, afteration or deletion by:
a} restricting access to authorized employees only
b} storing logs securely and encrypting where appropriate
£} implementing mechanism to detect iog alteration

3.3 Individuals with administrative access are not the sole reviewers of fogs where practical
and reasonable,

3.4 Contracts with service providers must include logging and monitoring requirements
consistent with this policy and rights to access logs for audit and investigation purposes.

4. AUDIT AND LOGGING PROCESSES

4.1 This process is intended to provide operational guidance for implementing, moniloring
and reviewing audit logs for systems containing personal informalion, data derived from
personal information and non-personal data.

STEP 1: IDENTIFY AND CLASSIFY SYSTEMS

4.2 ldentity systems containing personal information, data derived from personal
information and non-persona! data.

4.3 Classify systems based on the information securily classiication of the information In the
System,

STEP 2: CONFIGURE OR CONFIRM LOGGING
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4.4 Confirm or Enable logging for user authentication events, data access and changes,
administrative actions, ensuring logs capture user ID, timestamp, activity performed and

data accessed.

STEP 3: ESTABLISH LOG STORAGE
4.5 Store logs in centralized logging system, if available or at minimum, secure system-
specific repositories.
4.6 Evaluate protections on logs to ensure encryption at rest and in transit and access
restrictions.

STEP 4: DEFINE MONITORING PROTOCOLS
4.7 Implement automated monitoring tools where possible.
4.8 Configure alerts for unusual access patterns, privileged account activity, failed login
thresholds.
4.9 Assign responsibility for monitoring.
STEP 5: CONDUCT REGULAR REVIEWS AND INVESTIGATE ANOMALIES

4.10 Perform periodic reviews in accordance with classification of system. For systems
containing restricted information, monthly review is required, while confidential
information required quarterly reviews.

4.11 Document review date, reviewer, finding and action taken.

4.12 When suspicious activity is detected, escalate to the PAQ and IT Security if required.
Preserve relevant logs, initiate the privacy breach response process and document
findings.

D. SECURITY IN CONTRACTING

11 MD of Spirit River ensures contracted service providers (e.g., contractors,
consultants, support service providers or business partners) comply with MD of Spirit River's Privacy,
Access and Security policies and procedures, or have equivalent policies in place.

1.2 If a contracted service provider requires access to personal information or system
affecting the security of personal information as part of their services, the contracted service
provider must sign a privacy and security agreement outlining the conditions of access (see
Appendix 5 and 6), or have equivalent provisions within terms or use, licensing agreements
or contract addendums.
1.3 Until a contract detailing explicit information security provisions has been executed,
the contracted service provider is not given access to premises or systems containing
confidential business or personal information of MD of Spirit River.

1.4 Information security provisions outlined in contracts with contracted service providers meet
or exceed the standards set out in the Privacy, Access and Security policies and procedures. Any

related contracted service provider Privacy, Access and Security policies should be made available to
MD of Spirit River upon request, including any updates or revisions that occur after execution of the

contract.
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1.5 All employees of contracted service providers who have exposure to and use MD of
Spirit River information assets and systems sign a Confidentiality Agreement (see
Appendix 1). Contracted service provider service providers should remind their
employees on termination of their continued responsibility to maintain the
confidentiality of MD of Spirit River information.

1.6 Contracted service providers immediately report breaches of confidentiality and
privacy to the MD of Spirit River PAO.

1.7 Contracts with service providers that have access to MD of Spirit River information
assets and systems include provisions that protect MD of Spirit River operations from
circumstances where the information assets or systems may be compromised. In order to
mitigate these situations, disaster recovery and system backup is included in all
agreements, to a standard that meets or exceeds that of MD of Spirit River.

1.8 Contracts with service providers include provisions for destroying or returning all MD
of Spirit River information assets, including hardware, system documentation and
information assets upon termination of agreements and in accordance with contract
provisions reflecting records retention and data management policy.

1.9 To ensure compliance with contracted provisions for information security, MD of
Spirit River:

a] Requests contractors sign an acknowledgement that they have received, read, and
will comply with any MD of Spirit River privacy, access and security policies they are
bound to follow under contract; and

b) actively monitors contracted service providers with access to information assets or
systems for inappropriate access or use and to ensure compliance with contract
security provisions.

1.2 MD of Spirit River retains the right to inspect the premises and security practices of
contracted service providers to ensure compliance with contract provisions and stated
policies.

1.3 MD of Spirit River avoids using service providers that require the storage or transmission
of personal information outside of Canada. If they are retained, MD of Spirit River
ensures that they meet the same standards of security and compliance that are required
of Canadian service providers, in order to fulfill POPA‘s requirement to prevent
unauthorized collection, use, access, retention, destruction and disclosure of personal
information.
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VI. Privacy Breach Response

A. POLICY
1. DEFINITION

1.1 A Privacy Breach (breach) is an unauthorized disclosure, use, destruction, loss, removal,
or modification of information in the custody or control of MD of Spirit River. Events are
considered unauthorized by reference to access, privacy and security policy and/or
legislation. A breach may be accidental or the result of a deliberate act.

2. DETERMINING LEVEL OF RESPONSE

2.1 The severity of the breach determines the nature of the response reporting structure,
remedial action, and the investigation process. In the response process, severity is based
on:

a) The security classification of the information, which takes into account potential and
real harm to individuals and organizations;

b) The internal and external scope and scale of the breach;
€} The known relationship of the recipients to subject individuals; or
d) The intentionality of the cause.

2.2 Levels are determined when any of the designated classes and circumstances apply as
indicated in Step 1 Identifying and Reporting Breach, which incorporates an assessment
of the real risk of significant harm as a result of the breach.

3. INVESTIGATION PRINCIPLES

3.1 MD of Spirit River uses generally accepted investigative methods to obtain the most
effective results while respecting the rights, privacy, and dignity of persons being
investigated. Investigations will, as required, incorporate the following methodologies:

a) Keep investigation information confidential to protect the privacy of individuals
investigated and to maintain the integrity of the investigation;

b) Use surveillance or monitoring data to establish past or current actions on an as-
needed basis;

c) Examine or confirm the veracity of facts or statements, sometimes using third party
witnesses;

d) Inform participants of their status and the progress of the investigation as fully and
quickly as possible so long as it does not jeopardize the integrity of the investigation;

e) Base findings and conclusions on balance of probabilities.

3.2 The breach investigation is an administrative rather than a disciplinary process. Once the
report is delivered, it is the responsibility of Management and Human Resources to
determine the appropriate disciplinary action.
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B. PROCESSES
STEP 1: IDENTIFYING AND REPORTING BREACH
IDENTIFICATION AND REPORTING

1.1 When a breach level is identified, report the incident to your manager and the PAD
within the Step 1 timelines in the Privacy Breach Procedures Table (Appendix 12). If
unable to determine the level of the breach, contact the PAO immediately.

1.2 The PAQ will open and document the breach using the Privacy Breach Response Form
(Appendix 13) and will document the initial facts of the breach as much as possible within
the timelines available;

a) Dates of breach and report
b) Responsive actions taken so far

c] Nature of the breach: unauthorized collection, use, disclosure, loss, loss of access, or
maodification

d) Custody and control of the information breached
e} Extent and scale: distribution, location and volume of information
f) Known causes and recipients
g} Employees, individuals and organizations involved
ASSIGNING RISK LEVEL

1.3 When a breach has been discovered, determine the level of the incident according to
Privacy Breach Procedures Table (Appendix 12). The highest level where any one of the
classes and characteristics apply is the identified Level of the breach.

Level 1 Low:

Internal {I) class information:
The recipients or causes of the breach are internal (an employee or contracted service
provider) or external (someone outside MD of Spirit River).

Confidential (C) class information:
The recipients or causes of the breach are internal only and recipients of the breached
information do not know or have a relationship with any of the subject individuals
involved.

Confidential (C) class information:
The cause of the breach does not appear to be intentional.

Level 2 High:

Confidential (C) class information:
The recipients or causes of the breach are external, involving persons who are not
employees or contracted service provider,

PUBLIC 43



K 6/

Municipal District of Spirit River Privacy, Access and Security Policy PMP.01

Confidential (C) class information:
The recipients or causes of the breach are internal and recipients of the breached
information likely know or have a relationship with subject individuals involved.

Confidential (C) class information:
The cause of the breach appears to be intentional.

Restricted (R) class information
The recipients or causes of the breach are internal (an employee or contracted service
provider) or external (someone outside MD of Spirit River).

Level 3 Critical:

Restricted (R) class information
The recipients or causes of the breach are external, involving persons who are not
employees or contracted service providers.

STEP 2: CONTAINMENT AND FURTHER REPORTING
CONTAINING THE BREACH

1.4 At this stage, the MD of Spirit River uses all available means to ensure that MD of Spirit
River information in the custody of unauthorized parties is returned to MD of Spirit River
and/or destroyed irrevocably. If the recipient is uncooperative, this may involve legal
action.

REPORTING

1.5 Depending on the level and nature of the breach, IT, MD of Spirit River leadership and
the police are informed.

STEP 3: NOTIFICATION

OFFICE OF THE INFORMATION AND PRIVACY COMMISSIONER (OIPC) AND GOVERNMENT OF
ALBERTA

1.6 The MD of Spirit River informs the Office of the Information and Privacy Commissioner of
Alberta of all Level 2 or 3 breaches that involve personal information, using the OIPC
online process and any process established by the Ministry of Technology and
Innovation.

1.7 Level 1 breaches are generally not considered severe enough to pose a real risk of
significant harm to an individual. However, each incident will be reviewed to confirm this
status.

NOTIFICATION OF SUBJECT INDIVIDUALS

1.8 MD of Spirit River will notify identified subject individuals affected by all Level 2 or 3
breaches. Subject individuals affected by Level 1 will be notified if required by OIPC.

1.9 Notifications involving large numbers of subject individuals and/or individuals for which
contact information is unavailable may require the use of public media.

STEP 4: INVESTIGATION
INVESTIGATION PROCESS
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1.10 Establish and confirm:
a) Dates of breach and report
b) Responsive actions taken so far

c) Nature of the breach: unauthorized collection, use, disclosure, loss, loss of access, or
modification

d) Custody and control of the information breached

e) Extent and scale: distribution, location and volume of information
f) Know causes and recipients

g) Employees, individuals and organizations involved

1.11 Investigations establish facts based on evidence collected in documentation, interviews
and forensics. Timelines to complete the investigation follow the standards based on
level of breach in the Privacy Breach Procedures Table {(Appendix 11).

FINDINGS

1.12 As the outcome of the investigation, PAO will report findings on the causes, continuing
risks of the breach and notification activities completed. Findings are based on a balance
of probabilities determination.

REPORT DISTRIBUTION

1.13 If Police are investigating the breach for criminal enforcement purposes, coordinate
activities with officers involved.

1.14 Investigative reports are distributed to Leadership and IT, HR, OIPC and the Police as
required. Subject Individuals are given a summary of the findings in accordance with MD
of Spirit River Collection, Use, Disclosure and Right of Access policies.

STEP 5: REMEDIATION AND PREVENTION
REMEDIATION

1.15 Remediation may have been started when immediate efforts were made to contain the
breach. The investigative report will identify any further gaps or weaknesses in
information security that directly or indirectly caused the breach and recommend
immediate measures to close the gaps. Implementation and effectiveness of the
remediation needs to be tracked.

PREVENTION RECOMMENDATIONS

1.16 The investigative report will identify further administrative, technical and physical
security measures that can be implemented to prevent such breaches in the wider
systems, processes and behaviours. This could include employee or user training,
introduction of additional security technology, or upgrade to facilities.

DISCIPLINE

1.17 Depending on the nature and significance of the breach, the role of employees involved,
and the information security policy in place, MD of Spirit River can take discipline action
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against an amployee who has viclated MD of Spirit River policy or applicable legislation,
This will be passed to Leadership and Human Resources for resobution.
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Appendix 1: Fee Schedule

The fottowing fees are the maximum amounts charged to applicants ander ATIA
Regulatian. For requasts lor personat information of the applicant, only fees for items 3-6 may be
charged.

1. Forsearching for, Eﬂbé'ting and retrieving o o %6.75 per 14 hr.
| record
2. For conve Fling of refor matting records: _
{a} cnnvertmg arecord nto a redactable format $0.25 par ﬁége
{b) reformatting audiovisual files into a redactabte Actual costio pedatic body up to ]
format . 1%20.00 par 1/4 hr.

{a} pl‘rﬂmcnptes and compuier pﬂntouts

(i) bltack and white up to 8 1/2" x 14" 1 $0.25 perpage

{H) other formats o $0.50 per page

{b} from micrafiche or microfitm _$0.50 per page
{c} plans and blueprints Actual cost to public body

4. For pmdumng a capy of a record by duplmatmn
of the ollowing media:

{a} microfiche and microfitm B Actualcostto puhiidhndy
[t} computer disks $5.00 per disk
fc) computer tapes B B Actual cast to public body
{d) slides | $2.00 per stide

_[e) audio and video tap@s Actual cost to public body

5. For pmﬁucmg a photographic copy {cniﬂur or
Hack and whrte} prmted on phntagraphm paper

(a} 4" x6” ) $3.00
ICEE } $6.00
8" x 10" | tste00e —— o
(@ 118" S 420.00
{e} 16" x 20" s;o00

6. Forproducing s copyof a record v any procass | Actual cost to pabilic body
_arin any medium or format not listed above

7. Forpreparing and handling a record for $6.75 per 174 he.
... Hisclosure.
8. For supervising the examination of a rocord $8.75 per 1/4 hr.
9. Forshippinga record or a copy of arecord Actual cost to pulic body
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Appendix 2: Research Proposal Form

PROPOSAL

Access to Personal Information for Research or Statistical Purposes

1. Researcher

Lead Researcher Name

Position within organization

Organization (if applicable)

Academic Advisor (if student)

Lead Researcher Contact Information

Address Email

Phone

2. Research Project Description

Project Title

Purpose and Dbjﬂ::tiﬁgs of the Project
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“Records Requested cuntaining Personal information Identifying Dea-identlffed {¥ or
1Y orN) N}

Duration of Access

Exprected porfod of fime during which access io the parsona! information will be reguived

Data-matching ¥
Expiain if andd how any personal .-'nfam?g{fon Wil [ves pnatchiad or linked with olfter data sels o cragta new information. If
5o, afse axpdain how the data-matching gHs not harmfd g sufect individusts and b i clearly in the pulilic interest,

O |:'!_B

Records” [ Name and Project Role

TBroject members requiring access to personal information
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3. Privacy and Security

Applications/Platforms
Lizt tha major patforms and apicalions that will be wsed fo store, transant and process the parsanal infarmation,
fncluding cloud storsge and access. Listinformation that will be In paper/microform format, Desc,r.l’be SeCurity

nreasures used to sacure applications or platforms against unauthorized disclosure o mss .

Cloud Storage & File Sharing: Storage {Cload):
Personat information is stored secursly within Microsoft; Share?mntmneanuef ?EAMS

Fransmission: Microsoft Outtook {emait), Google Play/ TEAMS Zoom;0 se L SFTF‘ servers for file
transfers. willzing localized data centers. Datais fransmilled :ntemaii}r anﬁ Externaih_.r via [e.g., TLS-
encrypted emait / secure AP} integrations) g

Pracessing & Core pracessing of personal data occurs within: GﬂTALiSﬂnd Safesforce - HR/Payroll
Access Platforms:

Authorized personne! access these platforms via requiring Microsoft D sign in and Multi-Factor
Authentication (MFA).

Paper and Microform Format

« Physical Docurnents: Printed Empluyme t contracts, physical sign-in sheets at the front desk,
printed medicat forms, p!wsmal tax decuments {and files.

» Storage Locations: On-gite, lncked filing cabinets in the HR department, MD Storage vautt or off-
site secure archiving; faé':llt{es {e g., Brownlee Blilding room automatic lock - limited access
archival room and. Sou Pea{:e Regionat Archives( located in Grande Pralrie). Limited personal
inlormation Exists inpaper format, specifically e.g., signed physical contracts, Land files, HR Fites,
Taxation d{}c‘uments, ‘bayroll information.

3. SEEI.Hit;’;________..:i‘iﬁj.lF_Eé”

Cigitad Securif;;?'ﬁea SUTES

» Technicat Controds: All dightal platforms utilize encryption at rest and in transit. Continuous security
mordtaring and automated daily backups are maintained,

+ Access Control: Role-Based Access Control ensures only designated HR/ADmn staff can view
personat data. Multi-Factor Authentication (MFA) and Single Sign-On {850). Accessis granted on a
least-privitoge hasis

« Encryption: Datais encrypted both at rest {while stored on servers) and In transi {while being sent
over the internet, using protocols ke HITPS or TLS).

» Data Loss Prevention (DEP): iCloud back up subscription and back up server located in the building
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io explicit Disaster Recovery Planin IT agreement - need to inﬁéé't'i'ééte

Physical Security Measures {for Paper)

Physical Controls: Any physicat decumentation is housed in restricted-access, locked filing
cabinets within an alarmed (acHity. Disposal is handled via cenlified secure shredding.

Visitor Logs: Visitors at the Md office are required to sign in at the front office and are directed to a
designated walling area. The MD has restricted physical access to the buildings.

Lock and Key: paper records kept in in tocked rooms; vault or archives rooms — automatic lock,
restricted access to rooms and Keys and / or cabinets with restricted keyfob access. Employees
have limited access and require CAO or secondary senlor employee tcr attow access to archive
buildings. ST
Secure Destruction: Using a certified third-party shredding services whEn Daper is no longer
needed. Outsourced Shred-ft Shredding Services to facilitate das{ruc‘[mn completede on a regular
basis. 2
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Devices/Locations

List the types and number of electronic devices that will be used to access, store or process the personal information
and any restrictions on where and how they will be used. Describe security measures used to secure devices against
unauthorized disclosure or loss.

For paper formats, describe the location where the information will be stored and sccessed and the measures in place
to security the records within the location.

Policy and Procedures i
Attach any privacy and security policies and procedures the research team will follow in handling and processing the
personal information ]

Additional Privacy and Sacu r-it:'.lr Measures

4. Data Minimization

De-identification
List how and when personally identifving records will be de-identified.

Records Method Date

Describe measures used to ensure that de-identified information cannot be re-identified by reference or
linkage to other available data sources. If re-identification needs to be maintained for the purposes of the
research, what are the measures in place to prevent unauthorized re-identification.

Return and/or Destruction of Information
List how and when information will be returned to public body and/or irrevocably destroyed

Records Return or Mathod Date
Destruction

5. Attestation and Approval

By signing this proposal, the Lead Researcher affirms that the information submitted is, to the best of their
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knowledge, scoirale and Gbﬂiﬁiéte,

Sigrature of Lead Ressarcher T Date

Public Ba l:fy .Ra wuw and Appmval

Prl'l.aral:::-,|r am:l Accesa ﬂﬂicar Slgnatura

Funntiu na!. Area Repras antatluas Slgnaturea

Repre ':enl‘a uves fmm functmna! ﬂreas w!:-o manage I'I'Ie .Pd&nhf.-ed Iacom‘s [EROIE R
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Appendix 3: Research Agreement Form

780 8&54-3500

AGREEMENT

Access to Personal Information for Research or Statistical Purposes

BETWEEN:
MD of Spirit River (Organization) °
AND

[Mame of Researcher] (Researcher)

The Researcher agrees to following terms and conditions for accessing personal information based
on the standards and descriptions set outin the approved Research Proposal attached as
Schedule A.

1. Research Proposal

a) Personal information will be uséﬁ only for the identified research purposes.

b) Access to the personal information will be restricted to project members listed.
2. Privacy and Security Conditions

a) The Researcher will comply with the Protection of Privacy Act (Alberta) and the
Organization’s privacy and security policies and procedures.

b) Personal information will be stored and used in a secure location and under secure
.conditions, as indicated.

¢) Individual identifiers in the personal information will be removed or destroyed by the
specified date.

d) The Researcher will not contact individuals to whom the personal information relates,
directly or indirectly, without the prior written authority of the Organization.

e) Mo personal information will be used or disclosed by the Researcher in a form in which the

individual to whom it relates can be identified, without the prior written authaority of the
Organization.
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3. Breach of Agreement

a) The Researcher will notify the Organization immediately and in writing if and when a

condition set out in this agreement has been breached.

b) If the Researcher fails to meet the conditions of the agreement, the agreement may be
immediately cancelled, and the Researcher may be guilty of an offence under relevant

legislation.

4. Attestations

MName and Role of Authorized Besearch Official

Signature

Signatures of other project members requiring access to personal information:

Date

Mame and Role
Signature Date
Mame and Role
Signature Date
Mame and Role
Signature Date
Mame and Role
Signature Date
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SCHEDULE A

Access to Personal Information for Research or Statistical Purposes Proposal
{Approved)

Appendix 4: Consent Form

CONSENT FOR USE OR DISCLOSURE OF PERSONAL INFORMATION

1, . . .consentto the relea
{Mame}

{identify nature of persons! infonmation)

{identify individuat/organization to whom informationd |

findicate why information is baing disclosed)

{ acknowledge that { have been made aware of the reasons for the use, disclosure of the shove
information, and the risks and benefits associated with consenting or not consenting to its release.
| understand that [ make mmkem _:hsent at any time, by providing a signed, written statemant to
MD of Spirit River, : #

Signature: & Print Marme:

Dat;:::*.f:: Vatid until {optional):
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Appendix 5: Service Provider Agreement

AGREEMENT

Service Provider Access, Privacy and Security

BETWEEN:

{HEREINATTER REFERRED TO AS ‘ORGANIZATION]

AND

(HEREINAFTER REFERRED TO AS 'SERVIGE PROVIDER)

1. Principlas

15 The privacy stasdards and conditlons undar v hlc f{hm:t -party service providers handle
ORGANIZATION personat information must Gamp't'g,r with privacy legislition to which QRGANIZATION
i3 subject, inctuding the Albarts Pmres;rmn of Priva cy Act, the Albearta Access to Informstion Act and
their regulations. :

1.2 DRSAMIZATION matmlalng aﬁaquata
5 and accountahility for the privacy and sacﬁraty of parsonat ifarmalion handied by third-party service
providers.

2. Objectives

2.1 The pbjective of this agraemenl is 1o clearly articutate the privacy and socurity conditions and
requirements tnder which a third-party sarvice provider handies ORGANIZATION personal
mfnrmatmn in compliance with ORGANIZATION Privacy and Security Policy.

3. Definitiois

::S:n_a__r{ifce Froviders
“-Agents of ORGAMIZATION wha:

*  process, stote, retriova, or dispose of CRGAMIZATION's poersonal inrformation,

« sirlp, oncode, of othenwise transform individuatly identifying personal information of ORGANIZATION
ta Croate non-identifying personal infarmallon: or

+  provide information management or information technotogy servicas that involve handiing of
ORGAMIZATION's parsanal inlormation.
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information Secorfy Moasures

Equipment, Tacltles, systoms, practices or other tachnical, administrative and phvaical secrity
measures that are implemanted to protect the confldentiality and integrity of Sendce Infarmation o
any other ORGANIZATHOM information that may be affected by SERVICE PROVIDER'S accoss to the
Sernvice Information,

Genersi Infarmation
Senice infarmation that is not personat information,

FPersonal Iformation
Senvice informatinn that provides informalion about and identifiable individust.

Represematives
Directars, officars, smployees, partners, sssocizties, agents, or other authorized. person$ of SERVICE
PROVIDER. .

service Information
Any and all gengral or persenal information created or received by SERVIGE PRD‘I.FIDER inn the course
of completing the 3enices described in 3.5. Service Information mciudes atl such information,
whether weitien, gleclronic, magnetic or ranamitied orally, md ar*p,ur rep-:}rrs data lables, extracts,
notes, anatyses, compliations, studies, reproductions or cnpies. LEE

Jenvices
Services sel gut in 1he sitached Schedule A and which ars provided by SERVICE PROVIDER 1o
CRGAMIZATICH.

4. ORGANIZATION Ownership and Control of Enfﬂrmatlun

4.1

4.2

4.3

SERVICE PROVIDER acknowledpes. and agreea !hai alt Sorvice Information made avallable to
SERVICE PROVIDER is the groperty am:! umde:r the: controt ORGANIZATION and shall rernain the sole
properly of ORGANMZATION '

SERVICE PROVIDER acknﬂwledges and agress that the Service Information | being disclosed to
SERVICE PROVIDER strn:;t{y..r nn BSPW!CB biasis and under a relationship of Wmost confidence and
frust.

SERVICE PHDWDEH nd DRGANIZATION agroe Lhat the collection, use, disclosureg, security, storage
and memsak of sewrce fformation and all othor information exchanged balween ORGANIZATION
ahdk: SEHUECE PROVIDER pursuant to this Agreement Is subject to privacy legistallon and other
rpmlm‘mi of fedaral laws applicabte to ORGANIZATIONM.

5. Buskneas Reasuns for Collegtion, Use, Discleaure, and Correction of Information

5.1

b2

SERVICE PROVIDER shall imit its collection, use, and disclosure, and correction of Sarvice
iformaiion that is required to complate the Services, A description of the Servlcs information that
sy be requlrod by SERVICE PROVIDER and the business reason for collecting, using, disclosing,
ardl correcting this information 1s included in Scheduba A of this Agreemant.

FERVICE PROVIDER shall nat selt Senvice Inlarmiation, for any purpose or under any circurmstances.

6. Right of Access and Carrection of Informatlon
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6.1 SERVICE PROVIDER shalt notify GRGANIZATION immediately of a request by an individuat or
organlzation for access to or carraclion of Service Information and shak not disclosa or atternot to
cotrest Sorvica Information in reapanae o such requests untess specifically Inslructad by
DRAGANIZATION to provide aceass or Lo carrect the informetion.

7. Compliance with ORGANIZATION Privacy and Security Policy

7.1 SERVICE PROVIDER shall comply with all QRGAMIZATION Policies, ORGANIZATION shall provide to
SERVICGE PROVIDER a copy of all ORGAMIZATION Policies to which SERVICE PROVIDER must
eamply Including, but not Hmited to, ORGANIZATION policies relating to the following:

&) collection, use, and disclosure of ORGANIZATION pearsanal and ganeral information
by righl of access and correction of ORGAMIZATION personal and general Tnfq,{m atlon

vy} Privacy Impact Assessments and Inforrmation security reviews (}f DH_"
information and third parly handing systems and procaduores :

o} technical and physical protection of ORGANIZATION mf::rrmatiﬂri[ drescurces, inchiding:
i information storage and handling
2} user access managemant

I3} system audit cortrols

iv} network security .

v} equipment ang media sacur__i:’_t_\,r.

wi} Information classification, re..t.g'ﬁ__ljﬂﬁ?:h nd destruction
ik} systems backap and rer::(wery

WiiE} Harmalion sxchonge and eieé:trt}ntc imail

G 4] personnel securily and screening

x} information securlly training of personnel

i} privacy breach response procedures

7.2 By execuling this'Agre ent, SERVICE PROVIDER acknowledges awareness and understanding of
ORGANIZATION Pﬂiinies ORGAMIZATION shall have the right to amend ORGAMNIZATION Policies at
any tlre amd SEH‘U’ICE FROVIDER shall comply with such amended ORGANIZATHON Poticies
!mmeﬁlaleiy upnn ‘being provided with notice of ihe amendment.

7.3 Nutwuhstandmg the requirements in 8.1 and 8.2, ORGANIZATION may inslead choose to aceept el
t relevant policies and processes of Lhe SERVICE PROVIDER thal rotate to the privacy and
'Pcurit'l,-' af servicas and information described in Schedule A, To meet this requlrernent, SERVICE
PﬁD\JEDFR rust identify and provide coples of SERVICE PROVDER's policies and/or processes
“relevant lo any ot the peivacy and sacurly areas isted in 8.2 for review and approvat by

ORGANIZATION. For any SERVICE PROVIDER policies or process that are hol reccived of approved
oy ORGANIZATION or do not adequately address tha privacy and security areas Bsted in 8.2, 8.1 and
8.2 shatt apghy.

4. information Security Measures

£8.1 SERVICE PROVIDER shall use its bast efforts Lo implement all kWormalion Security Measures
reculred to comply with this Agreemeal, Il and when ORGANIZATION helieves, acting reasonably,
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that SERVICE PROVIDER's andfor Regresentallve's information security measures are deficient and
represen! an undue risk to the security of the Service information of other ORGAMNIZATION
infarmation, DRGANIZATION may make & request [n wiiting for SERVICE PROYVIDER to chango,
modify, ar add Lo such measures. Within (5) days of reccipt of this request, SERVIGE PROVIDER, at
its own expenge, shall change of modify its infarmation Security Measures 1o comply with this
request.

9. Access to Information
9.1 SERVICE PROVIDER will ensure that its personnet are reslricted and monitored to Fnsureihai they
access the isast amount Service Information requlred to complete the services for whtch lhcy are

directly resparnsibo,

19, Infermatlon Security Breachas

N SERVICE PROVIDER shalt notity DRGANIZATION immadiately of any breach of information securily
affecting tha seqvico information, ineluding unauthorized disclosure, use, destruction, loss, removal,
modification, of interruption in the avaiisbitity ol service Information, whether accidental ar as (he
resutt of a flelberate act. ORGANIZATION will diracl and conduct the breach investigatian and wil
have access to any of SERVICE PROVIDER's andfor its Representative’s information systams,
efquipmant, facii|es, and personnet sffecting the Servide Information and relevam records raqulred
to complate tha broach investigation.

1. Reproduction, Return or Destruction of Service Infﬂrm_ﬁlmn i

1.1 SERVICE PROVIDER and its respective Rppresié"ﬁtatiw:é shall not copy or othernwise reproduce any of
the Service information oF part of any of the Sewme information, or any repons, exiracls, notes,
memoranda or other records in respect) hereol’ withoul 1he prior written instruction of
ORGANIZATION.

11.2 AT 8y tine upan e written req __ga"s't-q;bRGAN!ZATEDN. or at the termination of this condracl,
SERVICE PROVIDER shatl tmﬁ%@di"atefy'remm 10 ORGANIZATION or shall have destroyed any and atl
Service Information and shall:notretain any copies or other reproductions thereof. Al Service
Informatian ralurned hy EEH‘UECE PROVIDER or the Ropresantative to ORGAMNIZATION mustbeina
format that ks readabilelan uéahle by ORGANIZATION, Furthermore, SERVICE PROVIDER shall,
upon request, provide'wiltten confirmation lo ORGANIZATION that the terms and conditions of this
sectioh have been complied with.

1.3 SERVICE PROVIDER shal niot be entitled Lo, and heroby walves any and skt right Lo, withhatd any
Servite idormation from ORGANIZATION ¢ enlarco any abdeged payment obiligation orf in connection
with any dispute retating to the terms of the Agreoment or any other matter hetwoon ORGAMIZATION

=and the Service Provider.

Hinnce by Reprasentatives

12,7 BERVICE PROVIDER may disclose Service informailion to 8 Representative of SERVICE PROVIDER
wha has a need ta know the Service information according to the business reasons in Schedute A
SERVICE PROVIDER willimplement personnet stcourity and scraening [ar its Representatives to 2
slandard equal to or exceeding those polleies and standards in place for ORGAMNZATION
emptoyoes, SERVICE PROVIDER shall, before disclosing any Service Informatlon to any
Hepresentative, use Hs best effarts 1o ensire that tha terms and canditions of Lhis Agreement are
and witl be fully comptied with by any such Representative, including obtaining an agreement in

80



84

Ruricipal District of Spirit River Privacy, Access and Security Poficy PRAP.O1

wriling of such Representative Lhat he will keep such Confidential Intormation in strict confidence
and that he shaill be bound by all terms and conditians of this Agreemant.

t22 Al the requast of GRGAMIZATION, SERVICE PROVIDER agroes to provide ORGANIZATION with a tist
of alt Representatives to whom Senvice information has bean provided and evidence that the
Renresontatives have agreed 1o be bound by the terms and conditfons of this Agreement. SERVICE
PROVIDER agraos that it shall be liabte snd respansibie for any breach of this Agreemant by their
respoctive Beprosantatives.

13, Inspection without Notice

131 ORGANIZATION at its discretion shall have the right to make inspections, withoot nmme, Df‘EEFWIEE
PROVIDER's and/ar its Representative's inforimation syslems, cquipment, factlthes an‘ectlng the
Servica Inlormation and relevant records to ensure sppropriate technlcal, ﬂmtmstratluw and
physical security measures are being taken ta pralecy the Sarvice anﬂfmatm
ORGANEZATION information in compliance with this agreemant,

14. Termination of Access {o Service infarmation

149 Excopt whare there is a staiutory o7 legat comynilzian to dEsclc:—_’__s“E"’tha“Sh rvica information, SERVICE
PROVIDER agroes that DRGANIZATION is not obligated fﬂ_.pfﬂ_}"fﬁ_l’_;__ﬁﬁﬁ RVICE PROVIDER and/or its
Representatives with any Service nforimation. ORGANIZATION shall have the right to cease providing
Service information to SERVICE PROVIDER andior its Represchitatives at any time and for any
TEASARN,

15, Legat Obligation to Risclose

15,1 if SERVICE PROVIDER or its Representative is o7 becames ledally compelled, by subpoena, warrant,
caurt ordar, statutory requests, of other legal pracess to disclose any of the Service information,
SERVICE PROVIDER shall pmviﬂe EHGﬂNIzATEDN with immediate written notice of this cnmpuisiﬂn

a) provide pnly lhal' arl uf‘tha Service Information which is kegally reqtlred;

+]] usa its ba Ste :t

tD ssure that the Service Information will bo remain secure and
contid en’hai artd,'-' '

| tmmedlately prﬂu;de CRGANIZATION with copics of the request for the Service Information
nd afl S__gwme information thal was disclogod.

16. Indemaity.

16.1  SERVICE PROVIDER hereby indemnlfics and saves harmiess ORGANIZATION and thofr respective
direttors, officers, aganls, and erngoyoes fcolectivety, the "Indemnified Parties™ from and against
any and all panalties, ines, labilitcs, damages, cost, expenses, causes of action, actions, claims,
sUitS and Judgrmenls that the indemnified Parties may incur ar sulfer or be put to by reason of orin
conaectian with or arising from any breach of this Agreement or the Acl by the SERVICE FROVDER,
ils emplayeas aF agonls,

17. Reiationship to other Agreaments
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17,1 Thiz Agreerment is supplementary and iy additton to the Contract and any other comtractuat
atfigations et may exist betwean SERVICE PROVIDER and ORGANIZATION can anly be amendod
by agreameant in writing executed by the parties.

Hd WITMESS WHEREDF the parties hereto have execited this agreement on [dale].

ORGANIZATION SERVICE PROVIDER

Signature Signature

Please print name
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PERSONAL INFORMATION ACTIVITY (Y/N)*

Collection

leclirect

Uso

Disclosure

*For each of the Services/Purposes Hsted, condinm whelher the service provider will be pe:mrang an_v uf the

faktowing activitios with personal informatlan of the organization:

Cellection: receiving/creating new personal information
Indirect: collection of personal information from a seurce other tharny; ﬂma

Ofganization

hje t mdwrd tafs
Use: viewingfusing/sharing personal information already eoltectad wnhm fne Organization
Disclesure: disclosing/sharing personal Information stready collectad wIth parties outside of the

&3
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Appendix 6: Service Provider Contract Privacy Checklist
This Checklist is provided by the Alberta Office of the Information and Privacy Commissioner.

Below is a list of provisions that a public body should consider including in contracts with service
providers when the service provider performs a service pn behalf of a public body and in doing so
has atcess to personal information subject to the Protection of Privacy Act [POPA). The contract
should also include provisions regarding an individual's right of access to their own persc}nal
information under the Access to Informuation Act [ATIA).

DISCLAMMER: This checklist 15 NOT a complete st of contract provisions that are generally in i
. contracts, such as indemnification clauses. The applicability of these clauses depends on the .
. nature of the work of the service provider for the public body and must be customized o
- accordingly. A public body should consult with legal counse! when entering inte contracts as a
. measure of ensuring their fegal interests will be met through the mntract pmwsmns

TDP!E DESERIPTIDN R T Ui YES | NO(Reason) |

The contract spemfles the reEatmnshlp between the pubhc hodv an{i the service

provider as it relates to the services provided and that any collection, use or _
disclasure of personal information by the service provider on behalf of the public
h{)dv muslk ondy be carried out ir: al:mrdance with the terms of the contract,

Pprenna mfnrmation is defmeﬁ in the cnntract as defined in PDPA

é’The contract specufses that any personaf information that is milected or

| ptherwise generated of used, and that is in the custody of the service provider
for the purpase of providing the services to the public body, is in the control of
the public body and that POPA and ATIA apply to this information.

| The contract specifies that as a service provider to the public body, as it refates
to the personal information in the custody of the service provider to provide the
i services, the service provider is bound to comply with POPA and ATIA as an
i “employee” of the public body. .

| The contract specifies the types of records containing personai information {(lst
them) that the service provider has access to or that it will create a5 part of
perf{)rmmg the services for the public hﬂd‘y’

The contract requires the service provider to enter into mnfu:fenuailty
agreements with any of its employees who will have access to personal
iinformation to perform the services for the public body, which apreament must
: align with the service provider’s duties under the contract as it relates to its

- handing of the personal information.

G
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The contract restricts the use of suheentrecters to perferm aiy of the SEFvices

: | without express written consent of the public body.

Il said consent is given, the contract requires the contractor to bind, through its
E contract with any subcontractor, the subcontractar to the terms of the contract
| between the service provider and public body as it relates to its duties

. | concerning the personal information therein.

. EThe contract requires the service provider to comply with the terms of the
: agreement end as an amployee ef the pubile bedv to ATIA end POPA

YES |

38
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MO {Reason)

The cantract specilies that the service provider is fully and suFeiy respenssh!e fer
' the actions of its ermployees, subcontractors, and agents who act on its behalf in |

. | the performance of its functions under the contract. If applicable, the contract
_ restricts a service pmwder 5 ehtilw to subcentrect

>The service ;:nruwder Ras demgneted in the contract a senior mdmduet w;thm it
.} organization to be the point of contact for complying with privacy and security

Corntrol and Accountability

obligations set out in the contract, and the contract specifies that any privacy

- and security issues that arise under the contract or for ascertaining compliance
with the privacy provisions therein, the public body's Privacy Officer will be
involved.

The contract clarifies how the service provider would notify the public body of
any reguests it receives to produce personal information it has i its custody fo e
‘ geuernrnent or iaw enfereement agency eutslde uf Aiberte

: The contract requires the service provider to pruwde the public kody, upon

request, wilh an up-to date list of all employees, subcortractors, or agents who
. have access to the personal infermation for the purposes of providing the
| services.

: or subcontractors, to follow the terms relating to the collection, use, diselosure,

considered & breach of the cantract.

in the event of any change in ownership of all or a part of the contractor's

i business.
4

The contract requires the service provider o advise the public body in advance

i The contract specifies that any failure of the service provider, or of its employees

| security or managemient of the personal information as set out in the contracl is

EThe contract requires the service provider to immediately notify the public body

. in the event of any proceedings for bankruptcy er inselvency brought by or
. against the contractor under applicable bankruptey or msohlvency laws or any
: notice of creditor's remedies.
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TﬂPlcinEscmwmm B 7 UUYES | NO{Reason) |

} Audit and Inspectlnn -:::-f recurds or personai infnrmatmn ;
EThe contract specifies when and how the public body will ensure oversight of the | ;
': reguirements in the contract, including that it may require compliance reports
from the service provider as specified therein, and may enter the service :
i provider's premises to inspect, audit, or require a third parly to audit the sarvice |
provider’s compliance with the privacy, security, and information management ;
regquirements under the contract and that the service provider must co-operate
o W|th arw such audit or mspect:un

The conltract requires the service pmwder to maintain spemflc mf{)rmatmn Lo
:  enable the conduct of inspections and audits, i.e. the maintenance of some form
.5 of audit trail {electronic or paper form) for as long as the public body determines |
as Recessary, amﬁ for mmphance repurting purposes.

: Cullectlun of personal information {POPA sections 2, 4 and 5}

- '-_J. The contract specifies that the conlractor will collect personal information on :
" 1 behalf of the contractor and specify the authority under POPA for this collection.
| Note: Any collection must be limited to the personal information that is :

necessar'-_.f far the seryica pruwder tu perfnrm the services.

The contract specifies what persenal information may be cﬂlfected b‘yf the semce
pmwder and prohibits the collection of any other personal information.

The contract requires the service pmwder to adhere to the requlrements in
POPA for collecting personal information, inchuding for direct collaction and
notice. Any permitted indirect collection i identified in the contract afong with
the Eegai authnritﬁ_.-' for this m::hrect milectmn

fThE contract requires tha seryice pmwder to give notice as requ:red i:n.r section
5(2}{d} of POPA if the personal information collected will be entered into an
autumated system to generate content or make decisions, recommendations or
prer;i:ctmns

: The contract requires that whEn mﬂectmg persnnal mfnrmat;nn fr—::m an

: : individual, the service provider or its employees inform the individual that

; |t,fthey e & service provider to the public body, performing the services on
behalf of the public body, that the collection is subject to POPA, and that they
| are autharized thereunder to collect the information.

| Note: This could be done by way of notice.

Legal Authorities for Callection, Use or Disclosure
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‘mmc nEscmpTlam o o - | YES | NO (Reason) |

?Accuranv nf pers-::-ﬂal mfcrmatmn {FOPA sectlsnn E}
The contract requires that the service provider make every reasonable effort to
ensure the accuracy and eompleteness of any personal information collected
{ where this information wilt be used to make a decision that wil directly affect
' ;' the individual to whom the information refates.
_ | The contract requires that this information be retained for at least one year after
- | us:ng it tr.:l make a dec;smn

E: Use of persc-nal mfnrmatinn {POPA sections 11 12 14 1?}
;The contract spacifies the permitted uses of the personal information {including
_; any generated, such as derived data} by a service provider and the authority

. under POPA f{:-r this use.

' The contract requires the service provider to adhere fo the reqmrements in
e : FOFA for any use of the personal information including that it may only use this
T q personal information to the extent necessary to enable the service provider to
* carr'-_.r aut E'ES permitted use.

§The contract restricts the seruice provider from using the personal information
: other than as permitted in the contract.

| Note: cansider including a non-exhaustive list of prohibited activities to provide
clarity, such as for marketing or training systems to improve services.

: Disclosure of personal information {POPA sections 13 and 19}

The contract specifies the permitted disclosures of personal information,
inciuding what specific personal information may be disciosed, and the author rt1,,.r
: under POPA for these disclosures.

MNote: i the service provider is permitted to disclose personal information with

: consent, then the contract should set out the process for obtaining consent as

: required by POPA and section 2 of the Regulation.

The contract restricts the service provider from disclosing personal information
: pther than as permitted in the contract and the service provider is required to
adheare to the requirements in POPA for any permitted disciosures of the
personat information.

Disciosure

§The contract requires the service provider to notify the public body if it receives
| any request or demand for disclosure of personal information for a purpose not
authorized under the contract, and which may be required by law, immediately
on recelving the request or demand and must not disclose the personal

s information unless permitted to do so in writing by the public body.

Legal Authorities for Collection, Use or

&7



TDF'IC DESCRIPTION

Requests for Access or Correction

Safeguards and Retention

Safeguards and Retention

91

w Municipal District of Spirit River Privacy, Access and Security Policy PMP.01

.nccess to Infurmatmn and Correction requests (ATIA section 7) |

The contract requires the service provider to respond to and manage, on behalf

' - of the public body, access requests received under section 7 of ATIA or and/or

| ' correction request under section 7 of POPA.

e Roles and responsibilities of each of the public body and service provider |
are clarified.

e The specific responsibilities of the service provider for access request and |
correction requests are set out in the contract.

¢ The contract specifies reporting requirements concerning responses to

|
|
|
I
access requests. |

i ¢ Interaction with the OIPC for reviews, as between the parties, is specified |'

as to roles and responsibilities concerning this interaction.

The contract requires the service provider to cooperate with the public body for
any access to information or correction requests received by the public body,
including requests made for information, other than just for personal

| information, that may be subject to the right of access under ATIA.

i Protection of personal information (POPA sections 10, 20, 25(2) and M-

| Regulation section 7)

| The contract requires the service provider to implement reasonable security .
‘arrangements to protect the personal information, which arrangements must, at |
minimum, meet the requirements of the public body’s administrative, technical |
| and physical safeguards and its security classification system, as set out in its

| PMP, and in accordance with POPA and section 7 of the M-Regulation.

| Note: The public body must make an assessment of the service provider’s ,
| security policies and procedures to ensure they meet this threshold if the service |
provider does not adopt the public body's security policies and procedures for
! protecting the personal information.

Retention of records or personal information (POPA sections 6 and 18(1))
| The contract specifies the retention and disposal requirements that the service
| provider must adhere to for records or personal information, including data
 derived from personal information and non-personal data, including the
| minimum and maximum retention period and the secure disposal methods to be
| used. :
' Note: When personal information is used to make a decision about an individual :
there are specific retention requirements (see Accuracy of personal

| information).

The contract specifies the conditions governing the disposition of any records !

| containing personal information and sets out a certification process.

YES

NO (Reason)
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Safeg - |

uards

!. The contract requires all employees to sign a confidentiality agreement that
' _' ensures the service provider's compliance with is duties under the contract and

The cantract specifies retentmn reqwrﬁments fﬂr audil fogs that are Eong ermugh
for any investigations underiaken by the service provider, public body, and the
: DIPE concerning the duties of the service provider and their employees or

subcontractors under the contract as they relate to the coliection, use,
'i dischosure, securily and management of the personal information as set out in
| the f:-::rntral:t

D{:-wnstream adher&nce to the rontract

w:th POPA and ﬂTiA

The contract reguires the EErVICE pmw:inr to bmd any submntractnrs Hsed in :
providing the service to the requirements of the service provider in the contract

“{ The contract requires the service provider to train all its empioyees and any

subcontractors who will have access to the personal inlormation on the service i
providers duties under the contract as it relates to the personal infermation and
for its obligations under PORA,

_The contract requires retraining to occur on an annual basis.

The contact reguires the service provider to inform the public body in writing
when thls trammg occuis and to whnm |t was gwen and when.

The contract requires the service pruwder to pmwde the public body wﬂh & mp\_.r
of its training matea ral mi:!udmg any updatos,

] Priuac\r and security assessments {POPA sections 10 and 26, section 1{1}c) of
4 the Regutation, and sections 2, 3 and 7 of the M-Regulation.

EThE contract requires the service provider to cooperate in the development and
L any updating of any PiAs required to be created under POPA by the public body
{ and for any required to be submitted to the OIPC for review.

The contract requires the service provider to cooperate in a review of a PiA
 conducted by the OIPC.

The contract requires the sarvice provider to conduct a security threat r!sk
, | assessment at intervals specified in the contract, or as reguested by the public
hody, as a measure to satisty the public body that the personal information will

he reaﬁnnabiy pmtected

NutIﬁcatmn of breach {PDPA section 10{2])
* "Breach” is defined In the contract as “an incident invohving the loss of, :
| unauthorized access to or unauthorized disclosure of personal information”.

&9
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NO (Reason)

- ias it refates to the personal information. i
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ToRIC. nEscmp?mN ' DU S i¥es| NO(Reasom) |

The contract 5peclfre5 what the service pruwr;iw is to dn ifthereis a hreach
{unauthﬂrrzed access to or disclosure of personal information or foss), including:
+ the service provider must immediately notify the public body's Privacy
Cfficer on learning about the breach;
» the service pravider’'s employees and subcontractors must immediately
notify the service provider on learning about a breach;
s it must cooperate with the public body on containment and
management of the breach;
¢ it must cooperate with the public body on meeting any of its notice :
requirements to affected individuals, the Minister and the Commissicner :
: about the breach; and :
it must work with the public body on implementing any measures as may be
necessaw, or 35 recnmmenﬁed hy the OIPC, tu mit:gate the risk of re::urren—::e

Camplaints and investigations {POPA section 38}
| The contract addresses how complaints received by the service provider
concerning any ailegation of non-compliance by the service provider [orits
! ! employees or subcontractors} with POPA will be addressed and managed and

mies ard FESpDﬁSFbHEtEES relatmg thereta are addressed in the mntral:t

Complaints
Ham:llmg '

Termmatlun or expiry of the cantract
The contract sets out how the cantract may terminate including that it rmay
termmate fﬂr breach Df conlract.

ThE contract addresses what is to happen to the records on termination of the
mntract including when the contract is terminated for breach of its provisions,
su::h as alt personal infarmation and records must be returned o the public body
r_m termination of the contract and that the service provider shall not keep :
mptes uf the mfnrmat:—::nn

The cantract includes cfear expectatmns regarding pﬂrtah;hw af the records _
; : created by the service provider, including those containing personal information,
: i 10 ensure that on termination, the information can be moved across different
platforms with minimaf integration issues and it wilt be readable to the public
¢ hody.

Termination

i The contract requires that the duty of the service provider to keep confidential
| the personal information to which it has access during the term of the contract
extends beyond the term of the contract and is in perpetuity.
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Appendix 7: Unreasonable Invasion of Privacy Guidelines

There are several major factors to consider when deciding whether disclosure of personal information to
someone who is not the person who is the subject of the information is unreasonable.

Step 1: Confirm the personal information

First, make sure that the information you are reviewing is personal information of a third party according
to the personal information definition.

Step 2: Not an unreasonable invasion of personal privacy

Second, determine whether disclosing the personal information is NOT an unreasanahle irwasmn c:f
privacy. This is the case for the following types of information: -

Business title, address, or telephone number of an individual;

Opinions contained in work product; _

MD of Spirit River employee classification, salary range, responsibilities, discretionary benefits;
Information released 25 years after the death of the individual;

Details of a license, permit, discretionary benefit given by MD of Spirit River to an individual.

The following personal information, so long as the individual has not expressly requested
otherwise:

a. Enrolment in a school _
b. Attendance at public event related to MD of Spirit River

c. Receipt of honour or award from public body

Step 3: Presumed unreasonable invasion of personal privacy

Third, for all other personal infg;matlnn';.determine when disclosure is otherwise presumed to be an
unreasonable invasion of privacy, by record types that document information about the individual:

L

Medical, psychiatric or psychological records;

Law enforcement records;

Income or social assistance eligibility:

Employment or educational history:

Personal tax, banking or credit card details;

Personal/personnel evaluations or recommendations, references:

Names with other personal information, or on its own if it reveals identifiable personal,
information; or

Racial, ethnic, religious or political details.

Step 4: Other factors to consider

Fourth, if it helps to confirm your decision to disclose or not disclose the personal information, take into
account the following considerations:
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1. These factors would weigh in favour of disclosing personal information:

a) advances public scrutiny;

b) promotes public health and safety or the protection of the environment:

c) provides a fair determination of the applicant's rights; or

d) assists in researching or validating claims, disputes or grievances of aboriginal people.
2. These would weigh in favour of withholding the personal information:

a) the third party is exposed unfairly to financial or other harm;

b) the personal information was supplied in confidence;

c) the personal information is likely inaccurate or unreliable; or

d) the disclosure would unfairly damage the reputation of any individual.-

Step 5: Disclosure allowance -

Finally, check to determine if POPA allows MD of Spirit River to disclose thg personal information for the
specific allowable circumstances listing in the Disclosure of Perspnalnformation section. If the
circumstances are applicable to the case, you may or, in the case of an ATIA access request, you would be
required to disclose the personal information. '
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Appendix 8: Delegation Order

DELEGATION

Privacy and Access to Information Powers, Duties and Functions

Pursuant {0 section 87 of the Access 1o Infarmation Act and section 55 of the Protection af-‘ﬂrivm;y ﬁr’:t, !
herchy delegate my powers, duties and functions as head of the public body to the persons Whothold the
position of , and to the extent, set out in the Schedule A, subject to the following
conditions: '

1) that the person to whom my powers, duties or functions are delegated are bound in the exercise of
those powers, duties or functions by the jurisdictional, legisiative and administrative Iimitations to
which { am subject:

2} that the powers, duties or functions delegatad to any persn y.a io be exercised by another
person who holds the person's position in an actrng capac;ty to Which he or she has been euly

appointed; and

3} that, nptwithstanding the delegation of my pnwers. duf{ES or functions, { may exerclse at any time

any of the powers, duties or functions delega i
This delegation is effective on and from ate $hown below and shafl remain in eflect until revoked.

This detegation may be revoked orié'i:_';_;né ded.

Mame and position title of the Signature ' Date
Head
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Powers, Duties, Functions

1. PROGRAM MAMAGEMENT

g} Ensuring that privacy, accass and securily program policies and procedures are
devefoped, maintained, and updaled, compfiant with fegisfation;

POPA =5, 25{1] 15(c), 23{1 MR
POPA MReg. 55, 6(b)(c)[e)ATHA
Reg. s. 3{1} Ty

b} Developing and complating quality assurance processes for implementation of
. MDD of Spirit River organization privacy and access managemany

FUFA Partd

‘&

PDPﬂ Mﬂeg 85517

c} Providing fraining and resources so fhat MD of Spirit River empfoyees

voluriteers and contracted personnel are fifly knowledgeable of their privacy and
aocess duties, rofes, responsibilities and praclices in compliance with policy and.
fegistation;

d} Represenfing MO of Spmt Fz‘wer i dhealings wilh fiird pan‘rss fhe pmwnc;al
government, and the Office of the Privacy Commissianar of Alberta, as HECESSH

s ATHA ss. 49(1), 50{4), 59, 63, 66,
71{3)(5}

POPA ss. 28, 29(4}, 41{6}8}, 44 |

2.  RIGHT OF ACCESS AND CORRECTION

a) Respandmg fo requests far access h:r ;nformahon mcliding, as necessary
assgssment of fees, fime exiensions, disregarding requests, transfer of requests,
duly io assist appficamts, application of excepfions, ifiird party nalifications,
dasignaling recards avaifable withou! a request, pmwdmg gecess to manuals and
guidelines and pubfic inlerest disclosure and naolice;

ATIA Part 1 {ss. 6- 3?} ss. 86
90, 91, 96
ATEA Reg. s5.6, 8

b} Responding ta requesl for correction of persc-naf rnfarmafmn mcfudmg as
necessary, transfer of requests, correching pemﬂgaf mfﬁnnatmn amotaling persanal
irformalion, notifying rempmnts

POPASss. 7-0

3. PRIVACY AND SECURSTY

a} It consuftation with MD ﬂf Spfnf ,Ruf mp.foyees as necessar}r pmwdmg
advice, interprotalion and implétheniation of applicable lagistakion regarding persanal
information, including refease fnonrelease, colfection, use and disclosure of
personal informafian, dals: mafchfng data derived from personal infarmation and
non-personal data; :

POPA s. 4, 5, 5{3}{4}, 12,
13{1)6s}, 13{1Hee}, 13{1)ee),
15-23, 54{1}{e}

POPA MReg. 5. 5

FOPA Reg. 1(1)(b), 2

ATIA 5, Eﬂ 37

bY Maintaining the sectity, protection and sccuracy of personal information, data
derived from persanal infarmation and non-personal data in the custody or controf of
MO of Spirit River in compltance with legislation and poficy;

POPA ss. 6, 10{1}, 20, 24

c)  Lirecting the response fo privacy breaches of personal information at M of
Spirit River and its facilities in line with fegislation Privacy Broach Responise Poficy,

POPA 5. 10{2)
POPA MReg. 5. 4

dy Completing Frivacy impact Assessments (FIAs) for MD of Spirit River for project-
specific personat information systems and practices;

POPAS. 26

e Developing and mainiaining a direciory of Personal mfonnafmn Banks and other
registies required for identifying and tracking the coffection, use, disclosure and
securty of personal information.

POPA 5. 57
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Appendix 9: Information Security Classification and Standards

Table
Class Harm Information Type Security Zones*
. — : o Network:
t
il i Harm tn‘npera ions of facilities | = infurr_natmn describing Restricted
or security systems security systems, access
R * |Immediate harm to health and i o Physical:
safety of the public, clients, or * Personal or other Restricted
employees information that would
» Loss of source record and ihcly catee ar o o
L person to harm themselves.
accountability o
or specific employees, or
clients
¢ Back-up of essentjal records
. o % Netwaork:
i, d :
Cinfidaitil . Humma‘tmn, amage to ] fﬁd[ pemunaiﬂnd errjplﬂvee Internal; External
reputation information, including
highly sensitive personal oy appoval
o |dentity theft i 3
information ;
C ; 3 Physical:
e Financial or asset loss .
® . Data derived from personal | Internal;
s Credit loss information External by
s Loss of employment, business ¢ [nformation given in approval;
or professional opportunity confidence or under
Harm to privacy of the public privilege
|
anel cmpojees ¢ Third party business
* Economic loss for MD of Spirit information
River or third parties : ;
: e Deliberations,
¢« Damage to MD of Spirit River investigations, advice,
credibility or service integrity decisions
e Legislative sanctions ¢ Security audit tools
s . Loss of source record and ¢ Non-personal data that has
accountability not been assessed and
verified.
Loss of source record and I R I MNetwork:
Internal Use | accountability ploy Internal or
o Administrative records External
| available to public upon
request, e.g., completed Physical:
decisions, policies, reports | Internal or
External;
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Class

Harm

Information Type

Security Zones*

L]

Source records of public
information

Public

Mo identified harms

Published materials such as
pamphlets, newsletter,
annual reports

Public information such as
directories or web sites

MNon-personal data in
ageregate or statistical
form, in a report, summary
or other publication, that
has been assessed and
verified

Mo restrictions
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Appendix 10: Physical Security Zones Requirements Table

SECURITY ZOME

Regidraments

Authorization

Barriers to Zone

Menitering

RESTRICTED

SErver rooms

HR records areas

>

Trusted user function-
hased by Manager of
functional areg

Unauthorized trusted
user case-based by
authorized person

Mo pubfic accass

Area only accessed only from
mternal zohe

tocked and accessible to
authorized persons only with
D

Unauthorized visitors
accompanied byr aulh
persons :

Empinyee or
LTV surveiflance

All att:ess logged

INTERNAL

Adminftechnicai
areas

Front
desksfreception

areas

tndividual offices

Trusted user function-
based

Unauthorized trusted
user by context

Fulblic access case-based
by authorized persan

Areas access frﬂm Externai or
Pubirc Zune& :

Lﬂtked and restncted to
authortzed persons with 1D

Public visitors accompanied
by authorizet persons

Sound barriers

Employee
surveilfance

Mon-zuthorized
access logged

v
KTERNAL s  Trusted and Pubhﬂ user *  Areas accessed from Public Un;m:ked a: cas
. . by context | % or nfernal Zones un Ef ermployes
individual offices surveillance
» ocked areas or containers;
Off-sites marked boundaries
rﬂrk?mcex y « Public visitaors
EMPpIOYeE cars unaccompanied but without
homes) : .
access to inflormation
» towverbsl communication
PUBLIC ™ Mone Open hut focked off-hours Ermployee or

Waiting areas

CCTY surveillance

»

Trusted User: an employee or authenticated third party acoessing a MD of Spirit River network,
resouree, or building in compliance with MD of 5pirit River security policy and under agreemant.
Fublic Lser. a user not under MD of Spirit River policy or agreement.

77




Municipal District of Spirit River Privocy, Access and Security PJ:‘cyQﬁP.GI

Appendix 11: Network Security Zones Requirements Table

SECURITY Reguirements
ZONE User Connection Firewall Zone Encryption | Equipment/Devices | Monitoring
Barriers Authentication
RESTRICTED | Restricted | Interpal to 2 factor Strong Internal e Editing and access
LANfdedicated | ¢+ | @m LogEi
tine geing
+ Reviewed daily or
N By SIEM
INFTERNAL Trusted internal to Internal OhiZ Internal/External »  Editing and access
LanN/dedicated loggi
ling BaIng
+ PReviewed
randomly and
regularky or by
SIEM
EXTERNAL Trusted External via External Strong Internal /External «  Editing and access
interngt DNz logging
* Reviewed
randomly and
regularly ar by
SIEN
FUBLIC Public Fulb Access None

* Trusted User: an employés
MD of Spirit River Secu
» Public User: any other
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Severity Criteria

Class

Breach Characteristics
(if any apply)

Time from

Detection
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Appendix 12: Privacy Breach Response Procedures Table

Response

Responsibility

1) Notify OIPC, Goh
2) Motify subject individual(s)

| Internal and external 2 hrs. Step 1: Reportto Manager, PAD Employee or Service
c Internal Provider
c Subject individuals not | 24 hrs. Step 2: PAO, Employee or Service
known to unauthorized 1) Confirm breach status Provider, IT, HR
C recipient 2) Contain breach/retrieve information
Cause of breach was 3T incident, inform IT leadership
unintentional 4} Confirm requirement for notifications to OIPC, Goé,
and subject individual(s)
1 Step 3! If required: PAD
Low 1) Noﬂﬁ,r OIP'!.’.‘-,_G.I::A‘ ;
2] Motify subject individual(s)
20 days Step 4: |nvestigate PAD
Investigativa repart to:
1) Leadership
2)IT, i applicable i
3VHR, if applicable
TED Step 5: Remediation and Prevention FPAO, Employee or Service
Provider, Leadership IT, HR
C External 1hr. Step 1: Report to Manager, PAD Employes ar Service
c Subject individuals likely Provider
known to unauthorized Fhrs: Step 2: PAO, Leadership,
recipient 1) Canfirm breach Employee ar Service
c Cause of breach 2) Contain breach/retrieve information Pravider, IT, HR
2 R intentional 3) IT incident, infarm IT leadership
: Internal 4) Inform Leadership, Communications
High 5) Inform Police on potential criminal or public safety
concerns
8) Inform HR, if applicable
24 hrs. Step 3: PAD
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Severity Criteria

Class

Breach Characteristics
(if any apply)

Time from

Detection

Response
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03

Responsibility

7 days Step 4: Investigate PAD
Investigative report ta:
1} Leadership, Communications
2)IT, if applicable
3) HR, if applicable
4) Police, if required
5) OIPC, if required )
) Subject individual({s) on basic findings (not full report)

TED Step &: Remediation and Prevention PAD, Employee or Servica

Provider, Leadership IT, HR
R External Immediately | Step 1; Report to Manager, PAD Employee or Service
Provider

1 hr. Step 2: PAO, Leadership,
1} Confirm oreach Employves or Service
2} Contain breach/retrieve information Provider, IT, HR
3} Inform Leadership, Communications
4) IT Breach, inform IT leadership
5) Inform Police on potential criminal or public safety
CONcerns
&) Inform HR, if applicable
7} Inform high risk subject individual(s)

3 1hr. Step 3: PAD
1) Motify, consult with OIPC an response
Critical 2) Notify rernaining subject individual(s)

3days Step 4: Investigate/cooperate with Police and QIPC PAD
Investigative report to:
1} Leadership, Communications
2) OIPC, if required
3] Police, if required
41T, if applicable
5) HR, if applicable
&) Subject individual{s) on basic findings (not full report)

TED Step 5: Remediation and Prevention PAD, Employee ar Service

Provider, Leadership IT, HR
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Appendix 13: Privacy Breach Response Form

Privacy Breach Response

1. IDENTIFCATION AND REPORTING

Breach began: / / Time:; AM/PM
MM [/ DD /[ Yyyy

Breach ended: / / Time: AM/PM
MM /S DD/ YYYY

Breach discovered: ___ / / Time: AM/PM
MM/ DD [ YYYY

Breach reported: f / Time: AM/PM
MM/ DD [ YYYY

Reported by:
Mame: Position/Role:
Contact information:

Summary of breach as reported

2. CONFIRMATION, CONTAINMENT
Breach Level; " Breach location:
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Applicable Class and Breach Characteristics:

Potential Harm:

I Physical harm to a person

0O Humiliation or damage to reputation
[ Financial

1 ID theft, fraud {
*identification of any of the above harms indicates a real risk of significant harm, requiring notification to
the individual, the OIPC and the Ministry '

Other:

Additional information about breach:

Content and volume of personal information breached:

Recipient name(s) and contact information:

Containment actions and dates:

O Contdined: _ ! / Time: __AM/PM
MM/ DD [ YYYY

_ Mot eontained
3. NOTIFICATIONS
Who has been informed of the incident?
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O Information and Privacy Commissioner informed: __ ! /
MM / DD / YYYY

Consultation decision:
Date: ! !
MM / DD [/ YYYY

O Information and Privacy Commissioner not informed

Motification actions and dates:

[ Motifications completed: _ ! /
MM / DD [/ YYYY

O No notifications or incomplete actions:

Investigative actions and dates:

Date Individuals consulted/investigated and contact Role (subject, perpetrator, expert,
information witness)
Date Documents/Data Consulted
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5. REPORT AND FOLLOW-UP
Findings:

Recommendations:
Remediation:

Prevention:

Report distribution:

/ /

MM / DD [/ YYYY
/ /

MM / DD /[ YYYY
/ /

MM / DD [ Yyyy
! /

MM / DD [ Yyyy
/ /

MM / DD [ ¥yyy

Follow up actions planned or executed

/ /

MM / DD [/ YYYY

R /

MM / DD [ YYYY
/ /
MM/ DD [J YYYY
/ /

MM / DD [/ Yyyy

6. APPROVALS AND AUTHORIZATIONS
Name and signature of Investigator
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Namae and signature of applicable teadership

_ Date: ! !
M S DD S YYYY
Date: ! !

MM / DD/ YYYY
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Appendix 14: Complaint Submission Form

MD133
SPIRIT RIVER

FaO BA-4-2500

Privacy and Access Complaint Submission Form

PART A — COMPLAINT DESCRIPTION AND SUBMISSION

Flease fill out the sections of the form below and return your completed form to the Privacy and Access
Office of MD of Spirit River by [EMAIL] or [ADDRESS]. The Privacy and Access Qffice will acknowledge
receipt of your submission and provide an estimated date of response in thatacknowledgement.

Mame Date

Preferred Contact Method (Email or Phone Number)

Is your complaint regarding an access to information (ATIA) request?

O Mo
O Yes, please provide ATIA request number

Please describe your complaint below. Include as much information as possible regarding the nature
of your complaint. You may attach records to submit with this form if needed.

Are you attaching any additional records with your form O Mo
submission? O Yes
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Privacy and Access Complaint Submission Form

PART B — MD OF SPIRIT RIVER INTAKE

TO BE FILLED OUT BY THE PRIVACY AND ACCESS OFFICE

Date Received MD of Spirit River File Number

Estimated date of response provided to Complainant

Dat owledgement Sent to C lai t
ataAckn & oompiainant 35 pusiness days from date received)

Complaint under ATIA or POPA Investigation Required?
O POPA O No
O ATIA O Yes

Additional Information (ex. associated OIPC file number, other internal MD of Spirit River references)
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Appendix 15: Complaint Response Letter

D133 |
‘I‘II' SPIRIT RIVER |
'l

'qi II“I"‘

; TB0 B6d-3500

[DATE]
[NAME]
[ADDRESS]

Dear [NAME]:

RE: [FILE NUMBER] [COMPLAINT TITLE]

This is to formally confirm our response to the above request submitted to us on [DATE COMPLAINT
RECEIVED].

Your request was for the following information:
"[COMPLAINT SUBMITTED].”
s [LIST ANY DOCUMENTS RECEIVED WITH THE COMPLAINT].

We have reviewed the circumstances relevant to your request and have arrived at the following
outcome:

[FINDINGS AND/OR STATEMENT OF JUSTIFICATION].

Our office is available to answer questions or provide some explanations once you have had a chance to
review the material. Please contact me directly using the contact information contained at the end of this
letter.

Under Part 3 of ATIA and Part 6 of POPA, you have a right to request a review of our response to your
requests to the Office of the Information and Privacy Commissioner (OIPC) within 60 days of the receipt
of this letter. You can submit a request for review by following the guidelines on the OIPC website at
https://oipc.ab.ca/request-a-review-file-a-complaint/

The following is contact information for OIPC that will be helpful in making a request for review:

Office Hours

38
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8:15 a.m. - 4:30 p.m. (Monday ta Friday)
Closed during lunch hours and statutory holidays.

Phone and Emall

Toil-Free: 1-BB3-878-4044
Edmanton office: {780} 422-6860
Calgary office: {403) 297-2723
Email: generalinfo@oipc.ab.ca

Malling Addresses
Dffice of the Information and Privacy Commissianer [Edmanton)
410, B425 - 108 Street NW

Edmonton, AB TS5K 248

Office of the Information and Privacy Commissionar {Cajgary}
Suite 2460, B0I 6 Avenue SW
Calgary, AB  T2P 3W2

sincerely,
ENAME]
Privacy and Information Officer, MD of Spirit River

HIFFICE ADDRESS]
{PHONE MUMBER]
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Appendix 16: Sample Collection Notice

E-mail Notice of Confidentiality;

This message, including any ottachments, may contain confidential information intended for a
specific individuol and purpose. If vou are not the intended recipient, please delete this me.ssage
and do not disclose, copy or distribute it.

Example of collection notice:

Your personad information is being collected by MD of Spinit RBiver for the
administering {program or service being requested] and will be disclgs and tised by the
refevant program or service orea you have requested. Personal mformarmn fc:-r this service is
being collected pursuant to Section XX of the Pratection of Privacy At;t of Alberta (POPA). If you
have any questions about the coffection, use or disclosure of yaiir personmf information, please
contact {Employee Name], [Employee Title], by molil, phone or, Emmr! at [Mofl Address], [Phone
Number], or {Email Address).

i H
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Municipal District of Spirit River No. 133

Box 389 Spirit River, Alberta TOH 3G0 Telephone (780) 864-3500
e-mail: mdsr133@madspiritriver.ab.ca

September 10", 2026
saddle Hills County

RR 1

- 'I".&
Spirit River, AB TOH 3G0 %ﬂéﬂf?ﬁ

Dear Reeve and Council: S
Re: Central Peace Regional Water ACP Application

The Municipal District of Spirit River No. 133 is pleased to support Saddle Hills
County's Alberta Community Partnership (ACP) application, acting as a regional
partner, for a $150,000 grant to develop a comprehensive governance model for the
Central Peace Regional Water project.

The MD is fully supportive of Saddle Hills County’s steadfast commitment to the
region by actively promoting water security and working on behalf of regional
municipalities to advance a safe, reliable, and secure long-term water supply for
our communities. As this critical infrastructure project progresses through its
developmental phases, we recognize that establishing a formal, equitable
governance model is essential to successfully guide the partners moving forward
and ensure long-term operational sustainability.

Our Council officially carried a motion supporting this joint application during our
regular meeting on September 8, 2026.

“That Council direct Administration to provide a letter of support for Saddle Hills
County’s application to the Alberta Community Partnership (ACP) Intermunicipal
Collaboration stream in the amount of $150,000 to develop a governance model for
the Central Peace Regional Water Project; and further, that should the grant
application be successful, Council approve funding a portion of the mandatory 10%
local cost-share matching requirement, as agreed upon by the participating
municipalities, to come from reserves.”

We look forward to continuing our strong collaboration on this vital regional
initiative.
Sincerely,

Reeve Tony Van Rootselaar
Municipal District of Spirit River No. 133
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Box 389 Spirit River, Alberta TOH 3G0  Telephone (780) 864-3500
E-mail: mdsr133@mdspiritriver.ab.ca

4
September 4™, 2026 é, A [ =
Town of Spirit River ' @
Box 130, Spirit River, AB TOH 3G0

Re: Invitation to Partner on Alberta Community Partnership (ACP) Grant
Application = Intermunicipal Development Plan Updates

Dear Mayor and Council,

On behalf of our municipality, | am writing to invite the Town of Spirit River to partner
with the MD on a joint application under the Alberta Community Partnership (ACP)
grant program.

We are proposing an application for the maximum funding amount of $150,000.00
to engage a qualified planning consultant to conduct assessments and redraft the
IDP.

Currantly, all three municipalities—the Town of Spirit River, the Village of Rycroft,
and the Municipal District of Spirit River No. 133—are governed under a single
tri-party IDP. Given that the boundaries of the Town of Spirit River and the Village of
Rycroft do not physically touch, but are instead both individually enveloped by the
MD, updating our regional framework into two distinct plans—one for the Town/MD
and one for the Village/MD—would provide a far more practical and tailored
approach to long-term planning for all involved.

As Councilis likely aware, the province has updated and restructured the ACP grant
guidelines this year to introduce a mandatory 10% matching cost-share
requirement. To secure the full $150,000.00 in provincial funding, a total local
contribution of $15,000.00 is required across the partnership. We propose splitting
this matching portion equally among the participating municipalities.



We welcome the opportunity to discuss this proposal further and respectfully
reguest a resolution of Councit indicating the Town of Spirit River's support to
participata as a partner in this joint ACP application,

Thank you for your time and continued dedication to regional collaboration.

T2

Sincerely,

AR S S
Resve Tony Van Rootselaar

The Municipal District ef Spirit River No.133

780-864-3500
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Box 389, 4202-50" Street, Spirit River, Alberta TOH 3G0 , | :
A s,

E-mail: mdsr133@mdspiritriver.ab.ca
Telephone (780) 864-3500

September 23", 2026

sent via email

Honourable Adriana LaGrange

Minister of Hospital and Surgical Health Services
Government of Alberta

Main Floor, 10025 Jasper Avenue NW
Edmonton, AB T5J 156

hshs.minister@gov.ab.ca

RE: Request for Delegation Meeting at Upcoming RMA Convention — Future Spirit River Hospital
Developrment

Dear Minister LaGrange,

On behalf of Council and the Municipal District of Spirit River, | am writing to request a meeting with you
and your ministry staff during the upcoming Rural Municipalities of Alberta (RMA) convention.

Healthcare infrastructure remains a top priority for our region. To demonstrate our proactive
commitment to securing healthcare access for our residents and neighboring communities, the MD of
Spirit River has formally dedicated 15 acres of land to a reserve specifically set aside for the future
development of a new hospital in Spirit River.

We would welcome the opportunity to discuss:

s The strategic alignment of this dedicated 15-acre reserve with long-term regional healthcare
planning in Alberta.

» Current health infrastructure pressures in our region and future replacement planning for the
Spirit River hospital facility.

e How the MD of Spirit River and the Province can partner to advance healthcare delivery for
Morthwest Alberta.

We appreciate your time and consideration of our request, and we look forward to coordinating a time to
meet during RMA. Please let us know if your office requires any additional information to schedule this
meeting.

Sincerely,
Tony van Rootselaar

Reeve, Municipal District of Spirit River No.133
TWish

PUBLIC Administrafion/Comespondance
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RM 16-26
Information & Correspondence

G5 Recreation Facility Regionalization Strategy

From: Ed Pavao « 2@Nustadia.com>
Sent: August 31, 2026 2:00 PM
To: Tony Van Rootselaar <tvanrootselaar@mdspiritriver.ab.ca>; Shirley Hayden

<cao@mdspiritriver.ab.ca>
Cc: Nick Frizzell —l@Mustadia.com>

Subject: G5 Recreation Facility Regionalization Strategy
Hello Reeve Van Rootselarr and Shirley,

Nick Frizzell and | from Nustadia met with you both last winter regarding the Recreation
Facility Regionalization Strategy that the Town of Spirit River commissioned Nustadia to
complete, with funding support from the Province of Alberta.

As part of our study, we have now completed a significant portion of the preliminary work,
including a community survey that was made available to residents throughout the G5
region.

As we move toward concluding our study, we would appreciate the opportunity to meet
with both of you virtually to share some of the survey results, discuss our preliminary
findings, and receive any additional input you may have.

We are hoping to arrange a meeting during the week of September 11 to 14. If that timing
works for both of you, could you please provide at least two dates and times when you
would both be available?

Thank you, and we look forward to reconnecting.
Edward M. Pavao

Senior Vice President

NUSTADIA RECREATION INC.
www.nustadia.com

Delivering Safe and Sustainable Recreation to Communities

710 Mountain Brow Blvd, Hamilton, ON, L8T 5A8
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